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Abstract

Digital signatures are used within the X.509 Public Key Infrastructure such as X.509 certificates,
Certificate Revocation Lists (CRLs), and to sign messages. This document specifies the
conventions for using the Stateless Hash-Based Digital Signature Algorithm (SLH-DSA) in the X.
509 Public Key Infrastructure. The conventions for the associated signatures, subject public keys,
and private keys are also specified.
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1. Introduction

The Stateless Hash-Based Digital Signature Algorithm (SLH-DSA) is a quantum-resistant digital
signature scheme standardized in [FIPS205] by the US National Institute of Standards and
Technology (NIST) Post-Quantum Cryptography (PQC) project [NIST-PQC]. Prior to
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standardization, the algorithm was known as SPHINCS+. SLH-DSA and SPHINCS+ are not
compatible. This document defines the ASN.1 Object Identifiers (OIDs) and conventions for the
encoding of SLH-DSA digital signatures, public keys, and private keys in the X.509 Public Key
Infrastructure.

SLH-DSA offers three security levels. The parameters for each of the security levels were chosen
to be at least as secure as a generic block cipher of 128, 192, or 256 bits. There are small (s) and
fast (f) versions of the algorithm, and there is also the option to use the SHA-2 algorithm family
[FIPS180] or SHAKE256 [FIPS202] as internal functions. While the fast versions are optimized for
key generation and signing speed, they are actually slower at verification than the SLH-DSA
small parameter sets. The small versions are optimized for signature size; see Table 1. As an
example, id-slh-dsa-shake-256s represents the 256-bit security level, the small version of the
algorithm, and the use of SHAKE256.

NIST [CSOR] has assigned separate algorithm identifiers for SLH-DSA for each combination of
these security levels: fast vs. small, SHA-2 vs. SHAKE256, and pure mode vs. pre-hash mode.

SLH-DSA signature operations include an optional context string (ctx) as input, defined in
Section 10.2 of [FIPS205]. The context string has a maximum length of 255 bytes. By default, the
context string is the empty string. This document only specifies the use of the empty context
string for use in the X.509 Public Key Infrastructure.

SLH-DSA offers two signature modes: pure mode, where the entire content is signed directly, and
pre-hash mode, where a digest of the content is signed. This document uses the term SLH-DSA to
refer to the algorithm in general. When a pure or pre-hash mode needs to be differentiated, the
terms Pure SLH-DSA and HashSLH-DSA are used. This document specifies the use of both Pure
SLH-DSA and HashSLH-DSA in Public Key Infrastructure X.509 (PKIX) certificates and Certificate
Revocation Lists (CRLSs).

1.1. Notation

The following notation is used in this document:

a || b: Concatenation of a and b.

id-slh-dsa-*: A shorthand to refer to all 12 OIDs used to specify the different parameter
combinations for Pure SLH-DSA.

id-hash-slh-dsa-*: A shorthand to refer to all 12 OIDs used to specify the different parameter
combinations for HashSLH-DSA.

2. Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.
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3. Algorithm Identifiers

The AlgorithmIdentifier type is defined in [RFC5912] as follows:

AlgorithmIdentifier {ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
SEQUENCE {
algorithm  ALGORITHM-TYPE.&id({AlgorithmSet}),
parameters ALGORITHM-TYPE.
&Params({AlgorithmSet}{@algorithm}) OPTIONAL

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The fields in AlgorithmIdentifier have the following meanings:

* algorithm identifies the cryptographic algorithm with an object identifier.

» parameters, which are optional, are the associated parameters for the algorithm identifier
in the algorithm field.

The object identifiers for SLH-DSA are defined in the NIST Computer Security Objects Register
[CSOR] and are reproduced here for convenience. The same algorithm identifiers are used for
identifying a public key, a private key, and a signature.

The Pure SLH-DSA OIDs are defined in the ASN.1 module in [RFC9814] and reproduced here for
convenience:
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nistAlgorithms OBJECT IDENTIFIER :

SLH-DSA for X.509

:= { joint-iso-itu-t(2)

country(16) us(840) organization(1) gov(101) csor(3) 4 }

sigAlgs OBJECT IDENTIFIER :

id-slh-dsa-sha2-128s OBJECT

id-slh-dsa-sha2-128f OBJECT

id-slh-dsa-sha2-192s OBJECT

id-slh-dsa-sha2-192f OBJECT

id-slh-dsa-sha2-256s OBJECT

id-slh-dsa-sha2-256f OBJECT

id-slh-dsa-shake-128s
id-slh-dsa-shake-128f
id-slh-dsa-shake-192s
id-slh-dsa-shake-192f
id-slh-dsa-shake-256s

id-slh-dsa-shake-256f

The HashSLH-DSA OIDs are:
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nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(101) csor(3) 4 }

sigAlgs OBJECT IDENTIFIER ::= { nistAlgorithms 3 }

id-hash-slh-dsa-sha2-128s-with-sha256 OBJECT IDENTIFIER ::
sigAlgs 35 }

1
.

id-hash-slh-dsa-sha2-128f-with-sha256 OBJECT IDENTIFIER ::= {
sigAlgs 36 }

id-hash-slh-dsa-sha2-192s-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 37 }

id-hash-slh-dsa-sha2-192f-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 38 }

id-hash-slh-dsa-sha2-256s-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 39 }

id-hash-slh-dsa-sha2-256f-with-sha512 OBJECT IDENTIFIER ::
sigAlgs 40 }

1
.

id-hash-slh-dsa-shake-128s-with-shake128 OBJECT IDENTIFIER ::
sigAlgs 41 }

id-hash-slh-dsa-shake-128f-with-shake128 OBJECT IDENTIFIER ::
sigAlgs 42 }

id-hash-slh-dsa-shake-192s-with-shake256 OBJECT IDENTIFIER ::
sigAlgs 43 }

id-hash-slh-dsa-shake-192f-with-shake256 OBJECT IDENTIFIER ::
sigAlgs 44 }

id-hash-slh-dsa-shake-256s-with-shake256 OBJECT IDENTIFIER ::
sigAlgs 45 }

id-hash-slh-dsa-shake-256f-with-shake256 OBJECT IDENTIFIER ::
sigAlgs 46 }

The contents of the parameters component for each algorithm MUST be absent.

4. SLH-DSA Signatures

December 2025

SLH-DSA is a digital signature scheme built upon hash functions. The security of SLH-DSA relies
on the security properties of the underlying hash functions, such as the presumed difficulty of

finding preimages.

Signatures can be placed in a number of different ASN.1 structures. The top-level structure for a
certificate is given below as being illustrative of how signatures are frequently encoded with an

algorithm identifier and a location for the signature.
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Certificate ::= SIGNED{ TBSCertificate }
SIGNED{ToBeSigned} ::= SEQUENCE {
toBeSigned ToBeSigned,
algorithmIdentifier SEQUENCE {
algorithm SIGNATURE-ALGORITHM.
&id({SignatureAlgorithms}),
parameters SIGNATURE-ALGORITHM.

&Params({SignatureAlgorithms}
{@algorithmIdentifier.algorithm})
OPTIONAL
Jio
signature BIT STRING (CONTAINING SIGNATURE-ALGORITHM.&Value(
{SignatureAlgorithms}
{@algorithmIdentifier.algorithm}))

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The same algorithm identifiers are used for signatures as are used for public keys. When used to
identify signature algorithms, the parameters MUST be absent.

The data to be signed is prepared for SLH-DSA. Then, a private key operation is performed to
generate the raw signature value.

When signing data using the Pure SLH-DSA signature algorithm, Algorithm 22 (slh_sign) from
Section 10.2.1 of [FIPS205] is used. When verifying Pure SLH-DSA signed data, Algorithm 24
(slh_verify) from Section 10.3 of [FIPS205] is used. When signing data using the HashSLH-DSA
signature algorithm, Algorithm 23 (hash_slh_sign) from Section 10.2.2 of [FIPS205] is used. When
verifying HashSLH-DSA signed data, Algorithm 25 (hash_slh_verify) from Section 10.3 of
[FIPS205] is used. All four of these algorithms create a message, M', from the message to be
signed along with other data, and M' is operated on by internal SLH-DSA algorithms. M' may be
constructed outside the module that performs the internal SLH-DSA algorithms.

In the case of HashSLH-DSA, there is a pre-hash component (PH_M) of M'. PH_M may be
computed in the signing/verifying module; in which case, the entire message to be signed is sent
to the module. Alternatively, PH_M may be computed in a different module. In this case, either
PH_M is sent to the signing/verifying module, which creates M', or M' is created outside the
signing/verifying module and is sent to the module. HashSLH-DSA allows this implementation
flexibility in order to reduce, and make consistent, the amount of data transferred to signing/
verifying modules. The hash algorithm or extendable-output function (XOF) used to generate the
pre-hash when signing and verifying with HashSLH-DSA is specified after the "-with-"
component of the signature algorithm name. For example, when signing with id-hash-slh-dsa-
sha2-128s-with-sha256, SHA-256 is used as the pre-hash algorithm. When pre-hashing is
performed using SHAKE128, the output length is 256 bits. When pre-hashing is performed using
SHAKE256, the output length is 512 bits.
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Section 9.2 of [FIPS205] defines an SLH-DSA signature as three elements: R, SIG_FORS, and
SIG_HT. The raw octet string encoding of an SLH-DSA signature is the concatenation of these
three elements, i.e.,, R | | SIG_FORS || SIG_HT. The raw octet string representing the signature is
encoded directly in the BIT STRING without adding any additional ASN.1 wrapping. For example,
in the Certificate structure, the raw signature value is encoded in the "signature" BIT STRING
field.

5. Subject Public Key Fields

In the X.509 certificate, the subjectPublicKeyInfo field has the SubjectPublicKeyInfo type, which
has the following ASN.1 syntax:

SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
algorithm AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
subjectPublicKey BIT STRING }

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The fields in SubjectPublicKeyInfo have the following meanings:

* algorithm is the algorithm identifier and parameters for the public key (see above).
* subjectPublicKey contains the byte stream of the public key.

[RFC9814] defines the following public key identifiers for Pure SLH-DSA:

pk-slh-dsa-sha2-128s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-128s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-sha2-128f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-128f
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk

pk-slh-dsa-sha2-192s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-192s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-sha2-192f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-192f
-- KEY no ASN.1 wrapping --

pk
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pk

pk

pk

pk

pk

pk

pk

pk

Bashiri, et al.

SLH-DSA for X.509

CERT-KEY-USAGE
{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-sha2-256s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-256s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-sha2-256f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-sha2-256f
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-128s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-128s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-128f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-128f
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-192s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-192s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-192f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-192f
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-256s PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-256s
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,
-- PRIVATE-KEY no ASN.1 wrapping -- }

slh-dsa-shake-256f PUBLIC-KEY ::= {
IDENTIFIER id-slh-dsa-shake-256f
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation,

Standards Track

keyCertSign,

keyCertSign,

keyCertSign,

keyCertSign,

keyCertSign,
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-- PRIVATE-KEY no ASN.1 wrapping -- }
SLH-DSA-PublicKey ::= OCTET STRING
SLH-DSA-PrivateKey ::= OCTET STRING

The public key identifiers for HashSLH-DSA are defined here:

pk-hash-slh-dsa-sha2-128s-with-sha256 PUBLIC-KEY ::= {

pk

pk

pk

pk

pk

pk

IDENTIFIER id-hash-slh-dsa-sha2-128s-with-sha256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-sha2-128f-with-sha256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-128f-with-sha256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-sha2-192s-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-192s-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-sha2-192f-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-192f-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-sha2-256s-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-256s-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-sha2-256f-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-256f-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-shake-128s-with-shake128 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-128s-with-shake128
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign
-- PRIVATE-KEY no ASN.1 wrapping -- }

Bashiri, et al. Standards Track
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pk-hash-slh-dsa-shake-128f-with-shake128 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-128f-with-shake128
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk

hash-slh-dsa-shake-192s-with-shake256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-192s-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

hash-slh-dsa-shake-192f-with-shake256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-192f-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk

hash-slh-dsa-shake-256s-with-shake256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-256s-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk

pk-hash-slh-dsa-shake-256f-with-shake256 PUBLIC-KEY ::= {

IDENTIFIER id-hash-slh-dsa-shake-256f-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

Section 9.1 of [FIPS205] defines an SLH-DSA public key as two n-byte elements: PK.seed and
PK.root. The raw octet string encoding of an SLH-DSA public key is the concatenation of these
two elements, i.e., PK.seed | | PK.root. The octet string length is 2*n bytes, where n is 16, 24, or
32, depending on the SLH-DSA parameter set. When used in a SubjectPublicKeyInfo type, the
subjectPublicKey BIT STRING contains the raw octet string encoding of the public key.

[RFC9814] defines the SLH-DSA-PublicKey and SLH-DSA-PrivateKey ASN.1 OCTET STRING types
to provide an option for encoding a Pure SLH-DSA public or private key in an environment that
uses ASN.1 encoding but doesn't define its own mapping of an SLH-DSA raw octet string to ASN.
1. HashSLH-DSA public and private keys can use SLH-DSA-PublicKey and SLH-DSA-PrivateKey in
the same way. To map an SLH-DSA-PublicKey OCTET STRING to a SubjectPublicKeyInfo, the
OCTET STRING is mapped to the subjectPublicKey field (a value of type BIT STRING) as follows:
The most significant bit of the OCTET STRING value becomes the most significant bit of the BIT
STRING value, and so on; the least significant bit of the OCTET STRING becomes the least
significant bit of the BIT STRING.
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The AlgorithmIdentifier for an SLH-DSA public key MUST use one of the id-slh-dsa-* or id-hash-
slh-dsa-* object identifiers from Section 3. The parameters field of the AlgorithmIdentifier for the
SLH-DSA public key MUST be absent.

Appendix C.1 contains an example of an id-slh-dsa-sha2-128s public key encoded using the
textual encoding defined in [RFC7468].

6. Key Usage Bits

The intended application for the key is indicated in the keyUsage certificate extension; see
Section 4.2.1.3 of [RFC5280]. If the keyUsage extension is present in a certificate that indicates an
id-slh-dsa-* (Pure SLH-DSA) or id-hash-slh-dsa-* (HashSLH-DSA) identifier in the
SubjectPublicKeyInfo, then at least one of the following MUST be present:

* digitalSignature
* nonRepudiation
* keyCertSign
 cRLSign

If the keyUsage extension is present in a certificate that indicates an id-slh-dsa-* (Pure SLH-DSA)
or id-hash-slh-dsa-* (HashSLH-DSA) identifier in the SubjectPublicKeyInfo, then the following
MUST NOT be present:

* keyEncipherment
* dataEncipherment
* keyAgreement

* encipherOnly

* decipherOnly

Requirements about the keyUsage extension bits defined in [RFC5280] still apply.

7. Private Key Format

"Asymmetric Key Packages" [RFC5958] describes how to encode a private key in a structure that
both identifies what algorithm the private key is for and optionally allows for the public key and
additional attributes about the key to be included as well. For illustration, the ASN.1 structure
OneAsymmetricKey is replicated below.
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OneAsymmetricKey ::= SEQUENCE {
version Version,
privateKeyAlgorithm PrivateKeyAlgorithmIdentifier,
privateKey PrivateKey,
attributes [0] IMPLICIT Attributes OPTIONAL,

[[2: publicKey [1] IMPLICIT PublicKey OPTIONAL 11,

}
PrivateKey ::= OCTET STRING
PublicKey ::= BIT STRING

NOTE: The above syntax is from [RFC5958] and is compatible with the 2021 ASN.1
syntax [X680].

Section 9.1 of [FIPS205] defines an SLH-DSA private key as four n-byte elements: SK.seed, SK.prf,
PK.seed, and PK.root. The raw octet string encoding of an SLH-DSA private key is the
concatenation of these four elements, i.e., SK.seed | | SK.prf | | PK.seed | | PK.root. The octet
string length is 4*n bytes, where n is 16, 24, or 32, depending on the SLH-DSA parameter set.
When used in a OneAsymmetricKey type, the privateKey OCTET STRING contains the raw octet
string encoding of the private key.

When an SLH-DSA public key is included in a OneAsymmetricKey type, it is encoded in the same
manner as in a SubjectPublicKeyInfo type. That is, the publicKey BIT STRING contains the raw
octet string encoding of the public key.

Appendix C.2 contains an example of an id-slh-dsa-sha2-128s private key encoded using the
textual encoding defined in [RFC7468].

NOTE: There exist some private key import functions that have not picked up the
new ASN.1 structure OneAsymmetricKey, which is defined in [RFC5958]. This means
that they will not accept a private key structure that contains the public key field.
This means a balancing act needs to be done between being able to do a consistency
check on the key pair and widest ability to import the key.

8. Operational Considerations

SLH-DSA uses the same OID to identify a public key and a signature algorithm. The implication
of this is that, despite being mathematically possible, an SLH-DSA key identified by a Pure SLH-
DSA OID is not permitted to be used to generate or verify a signature identified by a HashSLH-
DSA OID, and vice versa.
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Certification authority (CA) operators will need to decide in advance whether their CA
certificates will use Pure SLH-DSA or HashSLH-DSA and assign the appropriate OID to the public
and private keys when generating their certificate. Some of the following considerations may
affect this decision.

* When using an external signing module, such as a Hardware Security Module (HSM), the
size of data that can be transferred to and processed by the signature module may be
limited. SLH-DSA performs two passes on the internal M' message, so it must be held in
memory. Using HashSLH-DSA reduces the size of M'.

* Large CRLs might also exceed the size limits of HSM signing operations when using Pure
SLH-DSA. One way to limit the size of CRLs is to make use of CRL Distribution Points and
Issuing Distribution Points to create partitioned CRLs in accordance with Section 5.2.5 of
[RFC5280].

* End Entity (EE) certificates with many subject alternative names (SANs) might also exceed
the size limits of HSM signing operations.

* Potential verifiers' environments might need to be considered. The entire certificate or CRL
needs to be held in memory during SLH-DSA signature verification; it cannot be streamed.
In particular, there is a randomizer (R) that is extracted from the SLH-DSA signature and fed
to a digest function before M' is. Thus, to stream a message for SLH-DSA verification, the
signature must come before the message. This is not the case for certificates and CRLs. Using
HashSLH-DSA reduces the size of the M' being held in memory.

An SLH-DSA private key has a very large (254 number of signatures it can safely generate (see
Section 9). If an operator might conceivably generate a number of signatures approaching this
limit, they should mitigate potential harm by tracking the number of signatures generated and
destroying the private key once an appropriate limit is reached or by setting the "Not

After" (expiration) date of the certificate such that the limit couldn't possibly be surpassed given
the rate of signing.

9. Security Considerations

The security considerations of [RFC5280] apply accordingly. Moreover, the security aspects
mentioned throughout [FIPS205] should be taken into account; for instance, see Sections 3.1 and
3.2 or the beginning of Section 11.

The security of SLH-DSA relies on the security properties of the internal hash and XOF functions.
In particular, it relies on these functions being preimage resistant, but it does not rely on them
being collision resistant. Since HashSLH-DSA performs a pre-hash before signing, it relies on
both preimage resistance and collision resistance of the pre-hash function. In order to achieve
an appropriate level of collision resistance, the output length of the pre-hash functions used for
HashSLH-DSA is twice the length of the internal hash and XOF functions.

Implementations MUST protect the private keys. Compromise of the private keys may result in
the ability to forge signatures.
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When generating an SLH-DSA Kkey pair, an implementation MUST generate each key pair
independently of all other key pairs in the SLH-DSA hypertree.

An SLH-DSA tree MUST NOT be used for more than 264 signing operations.

The generation of private keys relies on random numbers. The use of inadequate pseudorandom
number generators (PRNGs) to generate these values can result in little or no security. An
attacker may find it much easier to reproduce the PRNG environment that produced the keys,
searching the resulting small set of possibilities, rather than brute force searching the whole key
space. The generation of quality random numbers is difficult; see Section 3.1 of [FIPS205] for
some additional information.

Fault attacks can lead to forgeries of message signatures; see [CMP2018] and [Ge2023]. Verifying
a signature before releasing the signature value is a typical fault attack countermeasure;
however, this countermeasure is not effective for SLH-DSA [Ge2023]. Redundancy by replicating
the signature generation process can be used as an effective fault attack countermeasure for
SLH-DSA [Ge2023]; however, the SLH-DSA signature generation is already considered slow.

Likewise, passive power and emissions side-channel attacks can leak the SLH-DSA private
signing key, and countermeasures can be taken against these attacks [SLotH].

10. TANA Considerations

For the ASN.1 module in Appendix A of this document, IANA has assigned an object identifier
(OID) for the module identifier (120) with a Description of "id-mod-x509-slh-dsa-2024". The OID
for the module has been allocated in the "SMI Security for PKIX Module Identifier” registry
(1.3.6.1.5.5.7.0).
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Appendix A. ASN.1 Module

This appendix includes the ASN.1 module [X680] for SLH-DSA. Note that as per [RFC5280],
certificates use the Distinguished Encoding Rules; see [X690]. This module imports objects from
[RFC5912] and [RFC9814].

<CODE BEGINS>
X509-SLH-DSA-Module-20624
{ iso(1) identified-organization(3) dod(6) internet(1) security(5)
mechanisms(5) pkix(7) id-mod(©) id-mod-x509-slh-dsa-2024(120) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS
PUBLIC-KEY, SIGNATURE-ALGORITHM, SMIME-CAPS
FROM AlgorithmInformation-2069 -- in [RFC5912]

{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-algorithmInformation-02(58) }

pk-slh-dsa-sha2-128s, pk-slh-dsa-sha2-128f,
pk-slh-dsa-sha2-192s, pk-slh-dsa-sha2-192f,
pk-slh-dsa-sha2-256s, pk-slh-dsa-sha2-256f,
pk-slh-dsa-shake-128s, pk-slh-dsa-shake-128f,
pk-slh-dsa-shake-192s, pk-slh-dsa-shake-192f,
pk-slh-dsa-shake-256s, pk-slh-dsa-shake-256f,
sa-slh-dsa-sha2-128s, sa-slh-dsa-sha2-128f,
sa-slh-dsa-sha2-192s, sa-slh-dsa-sha2-192f,
sa-slh-dsa-sha2-256s, sa-slh-dsa-sha2-256f,
sa-slh-dsa-shake-128s, sa-slh-dsa-shake-128f,
sa-slh-dsa-shake-192s, sa-slh-dsa-shake-192f,
sa-slh-dsa-shake-256s, sa-slh-dsa-shake-256f

FROM SLH-DSA-Module-2024 -- in [RFC9814]

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
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id-smime(16) id-mod(@) id-mod-slh-dsa-2024(81) } ;

-- HashSLH-DSA object identifiers from [CSOR]

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(101) csor(3) 4 }

sigAlgs OBJECT IDENTIFIER ::= { nistAlgorithms 3 }

id-hash-slh-dsa-sha2-128s-with-sha256 OBJECT IDENTIFIER ::
sigAlgs 35 }

I
~~

id-hash-slh-dsa-sha2-128f-with-sha256 OBJECT IDENTIFIER ::= {
sigAlgs 36 }

id-hash-slh-dsa-sha2-192s-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 37 }

id-hash-slh-dsa-sha2-192f-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 38 }

id-hash-slh-dsa-sha2-256s-with-sha512 OBJECT IDENTIFIER ::= {
sigAlgs 39 }

id-hash-slh-dsa-sha2-256f-with-sha512 OBJECT IDENTIFIER ::
sigAlgs 40 }

I
~~

id-hash-slh-dsa-shake-128s-with-shake128 OBJECT IDENTIFIER ::
sigAlgs 41 }

[l
.

id-hash-slh-dsa-shake-128f-with-shake128 OBJECT IDENTIFIER ::= {
sigAlgs 42 }

id-hash-slh-dsa-shake-192s-with-shake256 OBJECT IDENTIFIER ::= {
sigAlgs 43 }

id-hash-slh-dsa-shake-192f-with-shake256 OBJECT IDENTIFIER ::= {
sigAlgs 44 }

id-hash-slh-dsa-shake-256s-with-shake256 OBJECT IDENTIFIER ::= {
sigAlgs 45 }

id-hash-slh-dsa-shake-256f-with-shake256 OBJECT IDENTIFIER ::= {
sigAlgs 46 }

-- HashSLH-DSA public key identifiers

pk-hash-slh-dsa-sha2-128s-with-sha256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-128s-with-sha256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }
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pk-hash-slh-dsa-sha2-128f-with-sha256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-128f-with-sha256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-sha2-192s-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-192s-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-sha2-192f-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-192f-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-sha2-256s-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-256s-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-sha2-256f-with-sha512 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-sha2-256f-with-sha512
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-128s-with-shake128 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-128s-with-shake128
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-128f-with-shake128 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-128f-with-shake128
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-192s-with-shake256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-192s-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-192f-with-shake256 PUBLIC-KEY ::= {
IDENTIFIER id-hash-slh-dsa-shake-192f-with-shake256
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-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }

-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-256s-with-shake256 PUBLIC-KEY ::= {

IDENTIFIER id-hash-slh-dsa-shake-256s-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }

-- PRIVATE-KEY no ASN.1 wrapping -- }

pk-hash-slh-dsa-shake-256f-with-shake256 PUBLIC-KEY ::= {

sa-hash-slh-dsa-sha2-128s-with-sha256 SIGNATURE-ALGORITHM ::

sa-hash-slh-dsa-sha2-128f-with-sha256 SIGNATURE-ALGORITHM ::

sa-hash-slh-dsa-sha2-192s-with-sha512 SIGNATURE-ALGORITHM ::

sa-hash-slh-dsa-sha2-192f-with-sha512 SIGNATURE-ALGORITHM ::

sa-hash-slh-dsa-sha2-256s-with-sha512 SIGNATURE-ALGORITHM ::

IDENTIFIER id-hash-slh-dsa-shake-256f-with-shake256
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE

{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }

-- PRIVATE-KEY no ASN.1 wrapping -- }

- HashSLH-DSA signature algorithm identifiers

IDENTIFIER id-hash-slh-dsa-sha2-128s-with-sha256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-sha2-128s-with-sha256 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-sha2-128s-with-sha256 }

IDENTIFIER id-hash-slh-dsa-sha2-128f-with-sha256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-sha2-128f-with-sha256 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-sha2-128f-with-sha256 }

IDENTIFIER id-hash-slh-dsa-sha2-192s-with-sha512
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-sha2-192s-with-sha512 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-sha2-192s-with-sha512 }

IDENTIFIER id-hash-slh-dsa-sha2-192f-with-sha512
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-sha2-192f-with-sha512 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-sha2-192f-with-sha512 }

IDENTIFIER id-hash-slh-dsa-sha2-256s-with-sha512
PARAMS ARE absent

PUBLIC-KEYS { pk-hash-slh-dsa-sha2-256s-with-sha512 }
SMIME-CAPS

IDENTIFIED BY id-hash-slh-dsa-sha2-256s-with-sha512 } }
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sa-hash-slh-dsa-sha2-256f-with-sha512 SIGNATURE-ALGORITHM ::
IDENTIFIER id-hash-slh-dsa-sha2-256f-with-sha512
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-sha2-256f-with-sha512 }
SMIME-CAPS
IDENTIFIED BY id-hash-slh-dsa-sha2-256f-with-sha512 } }

{

sa-hash-slh-dsa-shake-128s-with-shake128 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-128s-with-shake128
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-128s-with-shake128 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-shake-128s-with-shake128 } }

sa-hash-slh-dsa-shake-128f-with-shake128 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-128f-with-shake128
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-128f-with-shake128 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-shake-128f-with-shake128 } }

sa-hash-slh-dsa-shake-192s-with-shake256 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-192s-with-shake256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-192s-with-shake256 }
SMIME-CAPS
IDENTIFIED BY id-hash-slh-dsa-shake-192s-with-shake256 } }

sa-hash-slh-dsa-shake-192f-with-shake256 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-192f-with-shake256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-192f-with-shake256 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-shake-192f-with-shake256 } }

sa-hash-slh-dsa-shake-256s-with-shake256 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-256s-with-shake256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-256s-with-shake256 }
SMIME-CAPS {
IDENTIFIED BY id-hash-slh-dsa-shake-256s-with-shake256 } }

sa-hash-slh-dsa-shake-256f-with-shake256 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-hash-slh-dsa-shake-256f-with-shake256
PARAMS ARE absent
PUBLIC-KEYS { pk-hash-slh-dsa-shake-256f-with-shake256 }
SMIME-CAPS
IDENTIFIED BY id-hash-slh-dsa-shake-256f-with-shake256 } }

-- Expand SignatureAlgorithms from RFC 5912
SignatureAlgorithms SIGNATURE-ALGORITHM ::= {
sa-slh-dsa-sha2-128s |
sa-slh-dsa-sha2-128f |
sa-slh-dsa-sha2-192s |
sa-slh-dsa-sha2-192f |
sa-slh-dsa-sha2-256s |
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sa-slh-dsa-sha2-256f |

sa-slh-dsa-shake-128s |
sa-slh-dsa-shake-128f |
sa-slh-dsa-shake-192s |
sa-slh-dsa-shake-192f |
sa-slh-dsa-shake-256s |
sa-slh-dsa-shake-256f |

SLH-DSA for X.509

sa-hash-slh-dsa-sha2-128s-with-sha256
sa-hash-slh-dsa-sha2-128f-with-sha256

sa-hash-slh-dsa-sha2-192f-with-sha512

|
sa-hash-slh-dsa-sha2-192s-with-sha512 |
I
|

sa-hash-slh-dsa-sha2-256s-with-sha512
sa-hash-slh-dsa-sha2-256f-with-sha512

SM

sa-hash-slh-dsa-shake-128s-with-shake128
sa-hash-slh-dsa-shake-128f-with-shake128

sa-hash-slh-dsa-shake-192f-with-shake256

I
I
sa-hash-slh-dsa-shake-192s-with-shake256 |
I
I

sa-hash-slh-dsa-shake-256s-with-shake256
sa-hash-slh-dsa-shake-256f-with-shake256,

}

imeCaps SMIME-CAPS ::= {

sa-slh-dsa-sha2-128s.&smimeCaps
sa-slh-dsa-sha2-128f.&smimeCaps
sa-slh-dsa-sha2-192s.&smimeCaps
sa-slh-dsa-sha2-192f.&smimeCaps
sa-slh-dsa-sha2-256s.&smimeCaps
sa-slh-dsa-sha2-256f.&smimeCaps
sa-slh-dsa-shake-128s.&smimeCaps
sa-slh-dsa-shake-128f.&smimeCaps
sa-slh-dsa-shake-192s.&smimeCaps
sa-slh-dsa-shake-192f.&smimeCaps
sa-slh-dsa-shake-256s.&smimeCaps
sa-slh-dsa-shake-256f.&smimeCaps

sa-hash-slh-dsa-sha2-128s-with-sha256.&smimeCaps
sa-hash-slh-dsa-sha2-128f-with-sha256.&smimeCaps

sa-hash-slh-dsa-sha2-192f-with-sha512.&smimeCaps

|
sa-hash-slh-dsa-sha2-192s-with-sha512.&smimeCaps |
I
I

sa-hash-slh-dsa-sha2-256s-with-sha512.&smimeCaps
sa-hash-slh-dsa-sha2-256f-with-sha512.&smimeCaps |
sa-hash-slh-dsa-shake-128s-with-shake128.&smimeCaps
sa-hash-slh-dsa-shake-128f-with-shake128.&smimeCaps
sa-hash-slh-dsa-shake-192s-with-shake256.&smimeCaps
sa-hash-slh-dsa-shake-192f-with-shake256.&smimeCaps
sa-hash-slh-dsa-shake-256s-with-shake256.&smimeCaps
sa-hash-slh-dsa-shake-256f-with-shake256.&smimeCaps,

}

-- Expand PublicKeyAlgorithms from RFC 5912

PublicKeyAlgorithms PUBLIC-KEY ::= {

Bashiri, et al.

pk-slh-dsa-sha2-128s |
pk-slh-dsa-sha2-128f |
pk-slh-dsa-sha2-192s |
pk-slh-dsa-sha2-192f |
pk-slh-dsa-sha2-256s |
pk-slh-dsa-sha2-256f |
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pk-slh-dsa-shake-128s |
pk-slh-dsa-shake-128f |
pk-slh-dsa-shake-192s |
pk-slh-dsa-shake-192f |
pk-slh-dsa-shake-256s |
pk-slh-dsa-shake-256f |
pk-hash-slh-dsa-sha2-128s-with-sha256 |
pk-hash-slh-dsa-sha2-128f-with-sha256 |
pk-hash-slh-dsa-sha2-192s-with-sha512 |
pk-hash-slh-dsa-sha2-192f-with-sha512 |
pk-hash-slh-dsa-sha2-256s-with-sha512 |
pk-hash-slh-dsa-sha2-256f-with-sha512 |
pk-hash-slh-dsa-shake-128s-with-shake128 |
pk-hash-slh-dsa-shake-128f-with-shake128 |
pk-hash-slh-dsa-shake-192s-with-shake256 |
pk-hash-slh-dsa-shake-192f-with-shake256 |
pk-hash-slh-dsa-shake-256s-with-shake256 |
pk-hash-slh-dsa-shake-256f-with-shake256,
...}

END

<CODE ENDS>

Appendix B. Security Strengths

Instead of defining the strength of a quantum algorithm in a traditional manner using precise
estimates of the number of bits of security, NIST defined a collection of broad security strength
categories. Each category is defined by a comparatively easy-to-analyze reference primitive that
covers a range of security strengths offered by existing NIST standards in symmetric
cryptography, which NIST expects to offer significant resistance to quantum cryptanalysis. These
categories describe any attack that breaks the relevant security definition that must require
computational resources comparable to or greater than those required for:

* Level 1 - key search on a block cipher with a 128-bit key (e.g., AES128),

* Level 2 - collision search on a 256-bit hash function (e.g., SHA256/ SHA3-256),

* Level 3 - key search on a block cipher with a 192-bit key (e.g., AES192),

* Level 4 - collision search on a 384-bit hash function (e.g., SHA384/SHA3-384), and
* Level 5 - key search on a block cipher with a 256-bit key (e.g., AES 256).

The SLH-DSA parameter sets defined for NIST security levels 1, 3, and 5 are listed in Table 1,
along with the resulting signature, public key, and private key sizes in bytes. The HashSLH-DSA
parameter sets have the same values as the Pure SLH-DSA equivalents.

OID NIST Level Size (in bytes)
Sig. Pub. Key Priv. Key

id-(hash-)slh-dsa-sha2-128s 1 7856 32 64
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OID

id-(hash-)slh-dsa-sha2-128f
id-(hash-)slh-dsa-sha2-192s
id-(hash-)slh-dsa-sha2-192f
id-(hash-)slh-dsa-sha2-256s
id-(hash-)slh-dsa-sha2-256f
id-(hash-)slh-dsa-shake-128s
id-(hash-)slh-dsa-shake-128f
id-(hash-)slh-dsa-shake-192s
id-(hash-)slh-dsa-shake-192f
id-(hash-)slh-dsa-shake-256s

id-(hash-)slh-dsa-shake-256f

SLH-DSA for X.509

NIST Level

5

5

Table 1: SLH-DSA Security Strengths

Appendix C. Examples

This appendix contains examples of SLH-DSA public keys, private keys, and certificates.

C.1. Example Public Key

Sig.
17088
16224
35664
29792
49856
7856
17088
16224
35664
29792

49856

December 2025

Size (in bytes)

Pub. Key
32
48
48
64
64
32
32
48
48
64

64

An example of an SLH-DSA public key using id-slh-dsa-sha2-128s:

————— BEGIN PUBLIC KEY-----
MDAWCWYJYIZIAWUDBAMUAYEAK4EJ7Hd8gk4fAkzPz5SX2ZGAUJKA9CVq8rB6+AKJ

Bashiri, et al.
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Priv. Key
64
96
96
128
128
64
64
96
96
128

128
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® 48: SEQUENCE {
2 11: SEQUENCE {
4 9: OBJECT IDENTIFIER '2 16 840 1 101 3 4 3 20'

: }
189 &83 BIT STRING
: 2B 81 09 EC 77 7C AA 4E 1F 02 4C CF CF 94 97 D9
91 80 50 92 80 F4 25 6A F2 BO 7A F8 02 89 B4 94
}

C.2. Example Private Key
An example of an SLH-DSA private key without the public key using id-slh-dsa-sha2-128s:

----- BEGIN PRIVATE KEY-----
MFICAQAWCWYJYIZIAWUDBAMUBECiJjVKRYYINIIXYASVIOYhZ3+tkNUetgZ6Mn4N
HmS1ASuBCex3 fKpOHWJMz8+U19mRgFCSgPQlavKwevgCibSU

----- END PRIVATE KEY-----

® 82: SEQUENCE {

2 1: INTEGER ©

5 11: SEQUENCE {

7 9: OBJECT IDENTIFIER '2 16 840 1 161 3 4 3 20'

: }
18 64: OCTET STRING
: A2 26 3B CA 45 86 068 36 52 31 60 04 95 23 D6 21
67 7F AD 90 D5 1E B6 66 7A 32 7E 0D 1E 64 A5 01
2B 81 09 EC 77 7C AA 4E 1F 02 4C CF CF 94 97 D9
91 80 50 92 80 F4 25 6A F2 Bo 7A F8 02 89 B4 94
}

C.3. Example Certificate
An example of a self-signed SLH-DSA certificate using id-slh-dsa-sha2-128s:
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Certificate:
Data:

Version: 3 (0x2)

Serial Number:
43:85:63:22:69:01:99:2¢c:39:cf:bc:40:57:1b:5f:a3:
cc:c7:88:45

Signature Algorithm: slhdsa_sha2_128s

Issuer: C=FR, L=Paris, 0O=Bogus SLH-DSA-SHA2-128s CA

Validity
Not Before: Oct 16 13:42:12 2024 GMT
Not After : Oct 14 13:42:12 2034 GMT

Subject: C=FR, L=Paris, 0=Bogus SLH-DSA-SHA2-128s CA

Subject Public Key Info:

Public Key Algorithm: slhdsa_sha2_128s
slhdsa_sha2_128s public key:

PQ key material:
2b:81:09:ec:77:7c:aa:4e:1f:02:4c:cf:cf:94:97:
d9:91:80:50:92:80:f4:25:6a:f2:b0:7a:f8:02:89:
b4:94

X509v3 extensions:

X509v3 Subject Key Identifier:
CD:59:36:AA:FE:C4:11:C7:A4:72:69:3F:0B:E8:B3:8B:
21:7B:19:ED

X509v3 Authority Key Identifier:
CD:59:36:AA:FE:C4:11:C7:A4:72:69:3F:0B:E8:B3:8B:
21:7B:19:ED

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Certificate Sign, CRL Sign

Signature Algorithm: slhdsa_sha2_128s
Signature Value:

Bashiri, et al.

aa:a0:51:de:b0:c3:14:d0:cd:fb:12:46:a2:31:20:c9:ed:ab:
3f:dc:57:a5:fb:45:f6:f0:3b:7f:e3:5a:8c:b5:87:1e:1f:0b:
15:9f:aa:56:68:43:7e:ea:23:05:21:d1:33:¢cb:84:61:55:7e:
39:74:18:3c:ea:8e:01:a4:8d:9a:fb:35:74:69:¢c9:62:35:7f:
0e:34:01:1c:90:41:97:13:ff:c5:a4:65:ae:0f:bf:9b:32:d2:
2a:2c:97:86:2d:49:eb:ba:ae:9a:70:e7:35:67:3f:0a:7e:3a:
dd:0b:66:4e:f8:45:b2:e6:d8:70:ab:fb:72:60:eb:85:ae:62:
3c:a4:bf:3c:7a:e5:dd:4a:24:e2:4e:d0:b5:3b:c3:ac:e9:26:
f8:6c:ca:3b:e1:46:15:7f:18:¢c5:41:40:90:73:b9:19:63:86:
23:3a:b2:7f:12:3a:5f:bb:c3:10:6c:4e:b2:62:ee:3b:4b:c5:
€2:69:24:74:3e:6e:81:€2:68:48:¢c8:27:25:bc:b2:ac:da:a8:
ae:75:5a:5¢c:09:22:1c:be:95:0a:0b:5e:0c:08:49:42:3a:0d:
2d:fb:89:3b:b3:15:de:ee:e7:b2:5e:1f:a6:f0:4a:f6:65:c1:
5d:5e:05:7a:6d:2a:e7:¢c2:¢c3:20:37:ce:ab:0f:6c:ea:c9:39:
£3:28:d1:75:81:31:7f:01:€2:09:¢c8:56:81:50:cf:4e:fa:82:
1a:60:3e:87:bf:61:ca:a0:40:27:95:bf:f8:4f:04:b1:fd:1f:
7f:ce:29:fa:15:5c:ef:94:9a:f6:f0:0c:7f:09:7f:ec:b6:36:
26:83:69:aa:2d:69:9e:17:7a:15:aa:9b:51:43:¢1:90:7c:c9:
69:3a:5a:b1:ee:77:¢c9:28:e7:21:d8:93:0a:80:19:9¢c:5e:b7:
61:5f:14:6c:9a:00:22:aa:4d:b8:86:03:b5:83:4a:e9:f3:5a:
76:cc:a3:3b:e4:13:94:f7:56:96:56:33:dd:19:d9:3d:8d:55:
ab:99:e5:00:24:f7:ff:f4:€e:08:47:8d:43:b3:f4:e3:3a:d5:
12:ef:04:00:99:62:a1:5e:cd:5f:9f:90:f3:c2:8e:35:9b:8a:
46:ec:54:4e:13:20:59:5f:63:d9:61:b1:e2:c4:36:d2:e5:27:
56:1f:53:59:9c:24:ec:6a:79:2b:1d:6a:f2:93:38:d8:eb:7a:
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:3f:a3:5a:20:54:
:71:52:f9:7e:f4:
:54:8b:82:b4:64:
:21:a7:cc:9a:19:
:58:4c:97:ae:fe:
:6c:fe:11:16:18:
:2f:b7:35:d6:3c:
:dd:ef:70:7a:ae:
:e2:be:fd:3b:8f:
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:81:20:15:a8:7f:
:27:f2:04:d0:cO:
:13:75:2f:c4:d4:
:db:97:88:ca:6¢c:
:d1:5¢c:9f:3b:8e:
:b1:8c:ec:86:e7:
:fd:09:32:d9:5b:
:48:84:fb:f0:44:
:85:3c:9b:82:ef:
:e0:79:53:39:29:
:36:0a:2a:4a:11:
:c5:fd:46:96:a8:
:7c:dc:e0:30:1a:
:64:25:bb:e4:83:
:04:61:d8:a2:8c:
:eb:4b:68:09:af:
:d5:d7:e3:05:b1:
:f6:87:c6:70:f2:
:71:be:f0:a1:e3:
:10:3f:df:c4:cc:
:42:73:d8:5b:09:
:d9:6e:c5:fc:f2:
:a4:87:d7:cb:da:
:78:20:a20:21:20:
:f4:0d:0c:4d:b2:
:25:be:a5:df:ee:
:73:7f:a7:4e:9b:
:4c:6d:e@:ad:56:
:el:al:cd:el1:cO:
:71:50:6d:a5:30:
:37:65:bb:23:97:
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:5d:df:
:00:5e:
:d8:69:
:dd:da:
:55:€0:
:87:da:
:dd:b2:
:bc:4d:
:09:e8:
:8a:24:

;‘Ie:2f;

:5f:
lc:
:9e:
:4d:
:f2:
:25:
ce2:
:ca:
:d4:
.7a:
:de:
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:97:55:04:4b
:a2:84:8d:71
:40:e7:f8:d4:
:1d:cf:c3:c3
:f6:11:2b:97
:e4:81:98:56
:37:8e:a3:fa:
:cd:24:ae:86
:88:79:d7:36
:71:8c:5b:b2
147 :22:95:31
:do:6b:ac:57:
:37:ab:2e:4e:
177 :b5:e1:33:
:69:c0:4b:da:
:de:c5:a4:a0:
:df:4f:eb:6e:
:e0:05:55:48:
:ed:50:ff:3c:
:88:04:c5:ef:
:17:67:54:9f:
:11:0¢c:9b:83:
:08:28:a5:cf:
:31:d1:f1:ea:
:85:87:54:23:
:d9:df:0f:8b:
:bf:51:9b:59:
:da:e4:89:8d:
:2d:2c:72:ab:
:3e:92:7d:e4:
:4d:1f:4d:e5:
:d5:08:15:71:
:d7:d8:4f:3c:
:71:80:eb:76:
re7:c4:ff:27:
:4b:16:66:6°T:
:f8:a7:e2:00:
:b2:da:d2:39:
:3f:36:db:55:
:4d:de:60:5c:
:b8:07:3d:e1:
:16:b7:9e:1e:
:00:db:5b:25:
:b6:9c:2a:a0:
:81:de:a9%9:a9:
:fa:37:96:72:
:d7:ef:13:0b:
:81:c0:81:06:
:1d:4e:1f:f6:
:0e:80:85:72:
:92:15:e3:72:
:c3:cb:34:03:
:40:9d:e1:80:
:a3:cd:43:f7:
:15:4c:61:ab:
:e9:1d:89:2b:
:32:91:48:46:
:13:f3:fb:8a:

:3d:
‘4a:
16:
:f8:
:2c:
:68:
ad:
140
.c7:
123
:e0:
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:56:32:42:cf:e3:
:54:8d:9¢c:05:8d:
:17:ba:26:5a:7f:
:2a:86:1a:98:98:
:c0:33:ef:0a:13:
:bB:ef:e4:42:3e:
:7f:c6:49:c9:e1:
:79:37:00:bd:f2:
:43:59:7d:2f:fd:
:25:ba:3f:35:d6:
:bd:15:7f:a1:42:
:31:f9:2c:40:88:
:e3:83:55:7f:fa:
:60:ff:50:5d:50:
:22:29:83:14:46:
:48:7f:66:7d:0e:
:3f:52:ac:94:99:
:bf:f3:5b:42:46:
:65:08:e0:31:¢c0:
:1f:b5:68:96:b8:
:ab:d4:e6:d3:79:
:48:ab:8b:5e:30:
:6c:59:07:39:73:
:9f:67:11:24:13:
:94:0e:f4:¢c6:26:
:3f:88:34:79:a8:
:45:4f :be:54:e5:
:10:7d:a2:5d:00:
:ec:0b:49:4a:4d:
:59:dd:8a:05:fe:
:65:43:eb:ea:a3:
:cd:31:e2:02:a6:
162:2e:52:f1:86:
:cc:39:db:49:af:
:69:3b:58:f7:91:
:39:4b:ad:3c:25:
:47:60:58:53:63:
:16:de:f6:70:8e:
:01:48:f2:4e:3d:
:45:e4:10:df:ad:
:b0:74:35:dd:ab:
:58:3a:a6:84:ac:
:c2:59:a3:22:cc:
:02:13:e5:51:05:
:34:f7:b1:ae:cb:
:bf:77:d6:c1:ae:
:20:4c:a0:8f:d8:
:d6:91:03:8c:66:
:bc:3d:ca:19:00:
:9a:ab:4a:03:47:
:e4:f3:33:eb:8c:
:64:b3:df:16:5a:
:e4:1a:74:fc:7d:
:58:b4:12:5e:34:
:b7:91:¢7:5c:do:
:bf:03:f4:bd:af:
:be:85:d4:65:6d:
:9b:9b:e5:95:90:
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8b:
3c:

e6

1d

cd:
65:
:ab:
29:80:
96 :ef:
124

212
‘b4
:ba:
:ae
:cO:
:0d

:79:
c7:
:5e:
f5:
:65:

126
:9e:
:ad:

.98
:b6:
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:4d:8e:22:82:82
:10:dd:5e:6a:57
:41:d8:10:0c:fd
:a2:09:31:51:82
:f6:22:b6:21:6e
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:9b:fe
:43:8c
:29:77
:98:0b
:36:e3

:6d:01
:6b:41

:e2:0b:
:2c:7a:
:bb:18:

.e”:
:d5:
cd:

da;
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————— BEGIN CERTIFICATE-----

MIIgLTCCAWegAwIBAQgIUQ4VjomkBmSw5z7xAVxtfo8zHiEUwCwYJYIZIAWUDBAMU
MEIxCzAJBgNVBAYTAkZSMQ4wDAYDVQQHDAVQYXJpczE jMCEGATUECgwaQm9ondXMg
UBXILURTQSTTSEEYLTEyOHMgQOEWHhcNMjQxMDE2MTMOMjEyWhcNMzQxMDEOMTMO
MjEyWjBCMQswCQYDVQQGEwJGUjEOMAWGATUEBWWFUGFyaXMxIzAhBgNVBAoMGkJv
Z3VzIFNMSC1EUGEtUBhBMi®@xMjhzIENBMDAWCWYJYIZIAWUDBAMUAYEAK4EJ7Hd8
gk4fAkzPz5SX2ZGAUJKA9CVq8rB6+AKJtJSjYzBhMBOGAT1UADgQWBBTNWTaq/sQR
X6RyaT8L6LOLIXsZ7TAfBgNVHSMEGDAWGBTNWTaq/sQRx6RyaT8L6LOLIXSZ7TAP
BgNVHRMBAf8EBTADAQH/MA4GATUdDWEB/wQEAWIBBjALBglghkgBZQMEAXQDgh6x
AKqgUdewwxTQzfsSRqIxIMntqz/cV6X7Rfbw03/jWoy1hx4fCxWfqlZoQ37qIwUh
OTPLhGFVfj10GDzqjgGkjZr7NXRpyWI1fw40ARyQQZcT/8WkZad4Pv5syBiosldYt
Seubrppw5zVnPwp+0tOLZk74RbLm2HCr+3Jg64WuY jykvzx65d1KJOJOBLU7W6Zp
JvhsyjvhRhV/GMVBQJBzUR1jhiM6sn8S01+7wxBsTrJi7jtLxeJpJHQ+boHiaEjI
JyW8sqzagK51W1lwJIhy+1QoLXgwISUI6DS37iTuzFd7u57JeH6bwSvZ1wV1eBXpt
KufCwyA3zqsPbOrJOfMoBXWBMX8B4gnIVoFQzB76ghpgPoe/YcqgQCeVv/hPBLH9
H3 /0KfoVX0+UmvbwDH8Jf+y2NiaDaaotaZ4XehWgm1FDwZB8yWk6WrHud8ko5yHY
kwgAGZxet2FfFGyaACKqTbiGA7WDSunzWnbMozvkEST3VpZWM90Z2T2NVauZ5QAk
9//07ghHjU0z90M61RLVBACZYqFezV+fkPPCjjWbikbsVE4TIF1fY91lhseLENtL1
J1YfUTmcJOxgeSsdavKTONjres3XisiY1Idhv3k8KmRCD1sVtL3Ax8TeIEy72A9h
Lgpn4af/DbfdBc9cywxGJuDZSMtFdieIUUnfTBZ1jBqEggnz107EKhepe8B3JP1P
AJgS7RDNZ8BNIVHgPyGd/9PKAKxsBDPpfxBKFHF /mhI30Eueu9e/r119ib4c6NWfK
2K21VQsNBpHTNRgWLmMfYsQ6PBz971v61dmIZg/bSCDU7nx0OK9XTSRVBWXJHMtQIL
73nv08e9Anr614PNMQew94p5xGgZ3gH4cxptisdUyEuaQFPjS+S901JQxt7eGdee
gIhw8XCmEVWwWR15AN7KQXJF2vSAdJINtxM4G4R+/sfnjSJStL4m4BgdQS/0D/4NeQ
KYWASkr1WzJstwUcICfgmFeA56KXy5H02cGjX9wkf7j1XNgRg+WujGVzhGpbyT+X
UX3MP9Y54XHXxVIOfTzNwzAf4A3C+jIHhXXPBnL58PWnAZzHKQz2UANXEWrh3ipgjI
€93AMPSOKkX8BeYc76/zUwMvdrV78al9F jOxtcJPm1V7DSL2CEs4smd02f jxZQPW
Wh8fi8vaePx7UgXXGzWyzQZ+Hh2LYECRdC+RycbHxAH1LxDC6quE9vYu/HfBhSiQ
pRHc7Qd4wnScYIZpQDwXmzrl6GUiwn/Zil 5DajGQ1SM365Nw5LwO1E+vpMFv8zAb
xuH18dh7pE5uab6COICorplE4db6ReUFpVIKXWAXOh4u3S60hpMxkw/KXwVS]jEV
6IswiDPX2pFSQDzXGLxyjYiyZcX+CnxQRH4Pt1JTiyj8W/qTVDbK4cFrfeYT3gV9
vjONZ1K6ba9L7gELx1YhTfRa9GYOQyBRRi/uDwaXKaVqu2fGn3PdTn/ajQ5T70IYf
Kg9Qz428N1HOjg+A/rWA+ENz6jrXoqS2czpaa®inMaPTQjr8LrApOmeKmtEm1QgL
YTOx7rGWOEKM1ztQYWwVy jEx3A382F+hJtPiQ80TOUpQLWRXvwWKoXFRK1DdF8gn9
z1NnGemSpMObggksTSkwgME ji80cOMYRj6I8LH+GJcn+oxr8gqtpb6bU3sQ6amRDN
p7ZSn8bkbgjxkMOUUMLgqVguikxS39Xuilf0glemiQ90IEwWiHQLJBFJoePNZycNg
hZIBMHWgb6ykrZ1W3SErfj7rfqlLzZRVzrBKjD1lLa7HQUZSJuujWMtutbTXuV6QLYF
dKGwerfXtGfW1qz1BWITRabt4AyzDDLGiftCexFO1CXcAXy7Tk9P11QosPtIZoc6
ONoYv60TDGrTxz4RJkPoQLNXKQBWAK9Y sHWDNr1LWznxfz+JjROLGNhN5YzmB4Z1
IxsUH8BETZjRzfVPHQBV+/jHkvXuXsXzJIQi7hFIkUtR94eonKCaSLyT9Twcftms
FRwft/m5Zp/05VhK+X5cP6NaIFS+V3ROZYANIDCpDVPmcVL5fvQCJOWBIQUBEY5n
AL1kVIuCtGT4Ukay8jddMkmKvhl0IafMmhkpyVeq/ttK7+ChBhpfWEyXrvé6sFqDj
p2Dvtr+AZzXIbP4RFhi9BJAytnVkETWyLsbfL7¢c11jzxqlwe2sJP/CTyks5k3e9w
eg4mBwFhn+Yu/uQ1jNXu4r7904/E3FxQTFoughTEDrWBE1XQhYEWPc4D8Cs10bb5
zv/A9U13YIYDJf/dV8VvIKP31ijrt8+01GnCwWONHTPOrhFvv3BKmuOME jDpOFnBHho®XfWGR1uG5L j1UJ4gkkYe6M1QoUg1G80djQGOVdhFRKBtf10owbwABpthC
xDKgNhtVBJCHji4ER/E1yPvUWHk2XLmBGMX/Fqv+uAEK+@8qTPZvFgtUfv5Xqqjbv
xfjYq/fKyEncMPs@OnYHifGwGeDSpgkRONOK1IXZGTQcTxeX4NzTbVITJdgk2zgAly
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GasqDt70Is5It7JEAVGZsb953UkLvz74uaXjKI2PibPYvJfLLVjAj/AQzQAV37y7
q+B33t1EF45w8AfhncW1l+5HuPe70mJ1nEAQ6pVID/0gFU+4AKTYE /zX035N0ghbs
WCVDgQGyaNKnUe2X7cIGHuuNdc8RMLD3D8HSwTFDXUJw+sH5KuuirwAHy5nKy5pQ
hcNjdt0t9e/U8M11pEuISzKBWOOXv6gLWFojtChGTARWNoju6b /UmspkFzGsKDvkG
c¢/3DvjfHJikRYtQg4AbyaMNX27+F51i/L8YGWiHCeompCAvx5kPbJsPuzbqVox067
jIdsgSAVgH8buvcusvdfo8ADRM7iJ/IEBOMCyfb6zEU7pd3y+g5QDE3UVXNSK6bY j
+m1ccvpihhfi25eIymxMrWgrV8/1tpIuAi6CoVyf047p5Y12fGWdV+Ur38nKsYzs
hucJ1d5zV07sr2JHRXnG/Qky2V+tz3mdEOSij/x2PImEESIT78EQEDWEbrb+f/zQs
gz3WhTybgu9Hx6ui4p6scevWXqfY4H1TOSkVDga5VjmTFn8KSABtNgoqShHvgNdD
xPAG4qJJmuYtxf1GlqiDRSK1x1Xczz+EjgtpfNzgMBofphTWQtMPkUtsPy/5ZCW7
5I05RICzbMfyP1lijYXoaBGHY00znQ9fr9JBIkDDcwVWz60toCa9iedf2CWGJt2s3
PglO1dfjBbFL80Ufaz7wa+sqjR2u90fGcPJB+pJGHAZ+1qsaB94Rcb7woeMFgk46
0S7SK8SSDANWED / fxMxS1/dMplp7z0hOWkcSQnPYWwl+MaloM3f20XJyoyLi2W7F
/PIw1YXFw1B5EKafFVAXxpIfXy9q5Xzer/n8JJeXDHsDWeCCgISAQbzzQvUb+vK3f
JSeN9ABMTbIwsXCOqiWfgL1lgt3myJb613+7tjKyHyWk /6uXPTdFEc3+nTptpZN/a
i1dTEQ5U/a/KTG3grVYff8UHAIvkswlTr6Th4aHE4cDWcNQt6NS90JTHkz1kcVBt
pTB9/h5hOKEmu2 r4MmMFN2W7I5cGE8bWRrWD/d0Obo5TsZ46cu56vC9/0KO1F/6SM
2fnjMNOg8j2tT9C5Kxe/BEqOA42iHxXb6 /0of rPFd9+Hj5LXTUgthT4JG2g29zecrZ
yoPthHUQ4F76pw+hm2ch@Jqwk INoPJmXaUIRLFG5b1wDHy7uelLc6FNvYnRdpmg2e
gNXX3v47G06mfZ87bzBndKHB//toreTsj39bAkZiJhBqilGnidGHAKSVhJaetB+/
8WI9ntj/VwlwfQRDNBgXo/uIeUuNcRrnE6RiqeOBLeIJ4rD1Z/SRARAHWrWuHVRGh
wb3yqcy+rgVSe72GY9aevVI8Jdyku308DAQEWQzpbtEmw1CsmPtLScVp7dgwu3zS
btN2WhMMgijPQFwOFiTogleq8IeJI5ktfmgFod2reBvmz3a8/iayJgWn4dREo/8g
rYRzWyayOhXJxAKd+7Irz7Xyo36Z3vnZk/eLFuUMET8S8TWebP70teXpHB8erYNs9od
6/ezrgzgYvj2LNApkYr6alL8gV+95DXFi96c1x3fyABgt1XN7usD1Ynu7DQa2iHSk
tH5IuaZtkng9hB50RNZFI817BAJ+x08B/0EH8JI71Qxn0ZbK153MNnA7RSDt4zEmL t
tsMrGc2gaQvLY+uFg6EWqStywefGY3+kQW4ZYTt4uttqGFzOsV21Xd84 /V+Az8/w
leGxvHouLP8EAF7HeRxH4KdX3hvmaRN608+g2GkW8p5F5rFIn/dHJdk fUApu3dpT
4E1SkTOH1j8373rrGpigVeD55FfIDH+Lr5TBsDEt1pM9Ah90owSSXhJfB4zkQg43V/
JSt73bIC1+IP1qS7zwzfFudbkUYxvEQYtsozoVvmcJUDQHmpEgkdCeg419R9w6gl
bMKqC3gZWxbLiiRPsnrKh2iFmyIXUOr9KK5F97a6dt5Jzp+kSLG78br4iI4UHi8t
U3m/Mg78GSCxuhJoXYzYPDzWY4oui+R8dQUnqOngW76Hd9WziHTbzV9ZEFycROHU
tb827Ptwlb+nGI9mo7v3XkU1ysdFyhwsCWCIjy7FyNgRHM6Y5mTT6c2rhuSEXegRb
I2R1n78U5010cBueGa+bmD5vEYy41pZCnxiSKttAKoWDrQM97xQ0H4qd2ihBbTnXB
Pg@3Hv9GWaixbsT+ZYFhZ22DUZ8iWB+i4Tnd1DNOIpDLk791plgNktuemmAel19d
Zh0484L7E1rqPOkfXde@fxiZONMeSYMmqOzAE5ivos8tKkpKfjL8ILWEWC/WDEBa
rTTb/NXzjF70zRX7aNRgxA76nPF+C8KVz+EfaBu@i30bBUWOZWLYJE /IMfWeGzrT
zUcFk+CR1Z9+h1CpCkso3wBVAX9Y9tSKF8JgGlYqSZyNESV+QudgkCD3PhIle4IF
SdUviM9z2wl+D/F9xqQP3D1fJaQr4XR9cFqltGdsZnTEhgEwr9Xp+klyODsA1d77
xq7uyNCvshSPndoyX57nhXapGnzTaYsCSzz/UTuggGnwlQEQrrqUqVnOoJCvjfXb
RWMLT4r71tsmZtq44s9+FUfIEANGjDu/Rgwp5n2AQjrCjTi®SCOs1qE3cROccgAC
/6R5/3RaMbgm0iQIv45BtEhvVvEOFMX25ygZgdvun@alvrdCnywcCCLg3zqsGVihd
MXks2xBSVUx1UxDOH1805RU1x0B4EjzSDInzYN3x74vsfogbLFibH3vwB91H101f
EfrtenIchGwGD3ZEqOYvJBs/ZkY858Z/4wYbXnzm1mcINPNkLPOwndjidRSVkdAP
TNnw1UNCshXbTz0Vy2BsIvj74MRDHNBXNRCb9nbD10jx2GKzs4/04mml/eMKI+Z0
mw+1LKEJAc4nJpSnkMDoDoKYQOSHNTRXc7W3NfqjrofPCUgnedPGGWR6CN+meA9q
L1z1xqYWrE9NbQbWRd500izyIjJhjObQ5WKpST66hq3Lxr4pawtlLzUxZTrOXbJvJ
1tnNn60BjMmj3a9rX+n1GCRtkOEUN1aGBC470kIh+AruBXExVfdWmV9yGIci/21P
fMLCMoRdTB3aWRJxSJg3aMhsFIy2 jNRJ5fYrDwSsZhv3xNAYbeNdEk2dNMZMNs+W
K12u17F@yfBEtvDGRTJOtBJCO/mIwT1FUPrhKcA6CL jkHvGapkZND8n/tpGHyNfrg
n4YAyYdbaX47+NH653 jmOEYNn1YDUNA+PvxwnR2A/p7XE7bPCFTc3s4vRwacbRyRz
ziJO2vvIP6F1TX1nOYrbcXnUXX2hrgWTeDGYO/bMoBKT4REGUSW8TLArXQf6gAhy
TJomC680HHBVsR3Igpg9pbRi/3cHE4SWEH7zMzchQS7N0O9p05SvqtP+7zBTmNZSDc
1EmY50mhJrM6PclpH+ScKX0bkQJwJ4t33xh+UFBYBhv8N2tMAHHg70JM40oukp4H4
h1cHUNNQv /SFx0+bz+RR7tFrCqOneal/5Grrg1mC+0UyxmuTVxhh54mx/6f3MYtU
Md8wyAsvf1xNHZnizWGXtSgUNj82DrQnOMhhaOCVjSY81INd1p+mN5ZZ2xCkX5C2
RPF+bIZEJUAK/0/XXJe6GOYyVnuOekLkCWDAdYLeUMPV4taTgN4J69XNsDdOBynLM
jM2/b/p/yzknGlmacVHY87NAB9pmg/TylKWPtaB/csLISxtBNv77bYHYq40zQRi/
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 /NKCWLPE8xzx5WZhwGxjTDu2YXoV
nb51S8MENaOnA/nMUGLQOHTB4sjORht2QqA7 /1w8BMdzPas2tBzvR36ZeQyHnVTJ
RUphKUMBck6m2SQsMHR1PRaHkQNYPnk789GLahCHGJLJDeWqYOUKYIPCgRE4tsPN
+LBx20BbBMVXK1U82z+CJuvbCbcL8miQNL55QSWXndGXDq9MrkAhYV7zvpnao4Ix
mJZbHIYgSGuvkt/nLfUN1TUESz1vEEeYafMGi6CaiHwKooSNcUpfI3Qu7bsoMtIz
NKt3Q0f41Bb+sHPkFKX1PD6g80BCHc /Dw/i7B1pWIG1Pjgxj9jz99hErlyyGZmYR reeHtdCjMb9Qc2qTvws
ERpuANtbJW6WYC1DrGi+wNMsPBvUtpwqoJ+bFgMq3eBALLmdk111gdépgbiWrMRD
MJIMhTDxCBo6r+jeWcsjsIhkbi80ic741320d1+8TCO0uU/aDWoRCK914T5V2hgcCB
Bj9f6rPhedn1LRxWC9/DHU4f9uointgzEyu76T+xF88zDoCFcnJywK1wtIGb2FfW
pJ/3khXjctDuIgFHsJDj8RS2mf /8w8s0BA/gAdt19xE@dwutIcB1BQJ3hgFw3zGWn
aoqwmjXVLMzzo81D9+dcRnrhX7Kgk9cAyp46FUxhq/x15D1511Iq2X6PpGUa6bR2J
K5zv1z82/J0c70Wmk87sMpFIRrAKsuMzGd+h+3gg4xNUE/P7ilrynro04f7rWOLE
r7ZjVjiJCz+N9xfDVb/ZkUBAXwIjwVI2cBY1SOWNoI4aGkTTynKTdF7omWn9zdx1b
k1osiQdfJeUrqoYamJhZKkbIjk91MNw66fYfwDPvChMwXDJFiB1nTk208fqJs0/k
Qj4mYICTIXtGufRsvp/Gf8ZJyeFJyCOHNpNpFBjj+ztreTcAvfLh9gZ7LAfghule
YmRIQ119L/0kyKFP1KyNHNnOVoTIBJbo/NdYWVyQo9mg104AhzJF2vRV/oUJrjqWQ
e/pdAXouAiGOMTksQIgOdQHLgzkbPDiiwl0z44NVf/rw18/JZJ8GObIY8BGBYPIQ
XVASNw6CwNovavj8F1+7IimDFEakAcr42Cx57c9AN@aoSHIMTQ6g/y8HWKNY7Cw6é
JzPjP1Ks1JkQKxWEEe1xwDXDefclv/NbQkYXRF3BxKz8AWBqaV3MZQjgMcDbAe14
cBgbk6/3sSwLH7Volrj5az/15jXLvAZ1ZBHVq9TmO3kxobDiB4B4wvaHdOMOSKuL
XjBS1jsCcsB+pPnaym3abFkHOXPaCPDQPJ35UoN3YGdYn2cRJBPBhoaNKYNFToY1
EoYR1A70x1Y+D44GjVpgMNCpqlL92P4g0eajaeBtxn4wzWY37a8+WRU++VOUVXxtOb
ferZYVN1kT3FEH21XQDNSne61mxRV6RodUMN7AtJSkO1yTj9zDMb2nC/G8PUWd2K
Bf6HxY5ZFu8zS4gU9I4/ZUPr6q0cX0vcgdffeb6UeTYRczTHiAqY3z4FPtZFBhwSS
88FdYi5S8YaujR0O/tsdWNu/ml7YFzDnbSa+1PuzKNy6kUcbXAy3IaTtY95Ht1Ig0
nAV//oxfDBgxOUutPCVNJiRCRZkY3w6sk@cLR2BYU2MPC7BnpQcSyqFk6a0+Ft72
cI4jjWHXjUsxb31IjLC+AUjyTjOqT+BVkHI+Bwxc9/gVReQQ362cBCPDU6NScAji
+966sHQ13azL+5q3PCgXhwhwReJeWDgmhKyUNEFcPNGsCrS/ocbawlmjIsym4+nV
khWAuy4kkdOKAhP1UQX1VUp4QdXnYh231R/1NPexrsYP7DjCqC00/122h4pPv3fW
wabhyIjVZuF3BsqRENSUIEYygj9iLG3FmuJYJCGrs38FL1pED]jGbiyB3JDv0ZPgq0
YIOKvD3KGQCz/bBehGG3IwTbZDUGmqtKABeieWzYC57Jd7tHXttm5PMz64z1iSaTW
oclhl@rmOqsWZLPfF1lre5fm6XX3rBPX08PB95Bp0/HODFqTKOUAF1eD6NYAHWLQS
XjRDBK2Qnz++Mc0908nQt5HHXNArgXMOv8qlbiNPs/00vwPOva/91wmLZaMMdtwe
fJfSvoXUZW35PW6ubFfOEEAhT1gQtm5v11ZCcUqitYYVNsBLBEYbDTY4igoKb/mOB
5zx1ebR5n56wENTealdDjGtB1earlLrHZ6WOQdgQDPOpd+ILzSmALg5epYWjogkx
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UYKYCyx6a5bvjcDT1H51091K2IW4247sY2h8kRg11KLZq
----- END CERTIFICATE-----
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