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Lightweight Access Point Protocol
Abstract

In recent years, there has been a shift in wireless LAN (WLAN)
product architectures from autonomous access points to centralized
control of lightweight access points. The general goal has been to
move most of the traditional wireless functionality such as access
control (user authentication and authorization), mobility, and radio
management out of the access point into a centralized controller.

The IETF's CAPWAP (Control and Provisioning of Wireless Access
Points) WG has identified that a standards-based protocol is
necessary between a wireless Access Controller and Wireless
Termination Points (the latter are also commonly referred to as
Lightweight Access Points). This specification defines the
Lightweight Access Point Protocol (LWAPP), which addresses the
CAPWAP’s (Control and Provisioning of Wireless Access Points)
protocol requirements. Although the LWAPP protocol is designed to be
flexible enough to be used for a variety of wireless technologies,

this specific document describes the base protocol and an extension
that allows it to be used with the IEEE’s 802.11 wireless LAN
protocol.

Status of This Memo

This document is not an Internet Standards Track specification; it is
published for the historical record.

This document defines a Historic Document for the Internet community.
This is a contribution to the RFC Series, independently of any other
RFC stream. The RFC Editor has chosen to publish this document at
its discretion and makes no statement about its value for
implementation or deployment. Documents approved for publication by
the RFC Editor are not a candidate for any level of Internet

Standard; see Section 2 of RFC 5741.
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Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc-editor.org/info/rfc5412.

IESG Note

This RFC documents the LWAPP protocol as it was when submitted to the
IETF as a basis for further work in the CAPWAP Working Group, and
therefore it may resemble the CAPWAP protocol specification in RFC
5415 as well as other IETF work. This RFC is being published solely

for the historical record. The protocol described in this RFC has

not been thoroughly reviewed and may contain errors and omissions.

RFC 5415 documents the standards track solution for the CAPWAP
Working Group and obsoletes any and all mechanisms defined in this
RFC. This RFC is not a candidate for any level of Internet Standard
and should not be used as a basis for any sort of Internet
deployment.
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document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Unlike wired network elements, Wireless Termination Points (WTPs)
require a set of dynamic management and control functions related to
their primary task of connecting the wireless and wired mediums.

Today, protocols for managing WTPs are either manual static
configuration via HTTP, proprietary Layer 2-specific, or non-existent

(if the WTPs are self-contained). The emergence of simple 802.11
WTPs that are managed by a WLAN appliance or switch (also known as an
Access Controller, or AC) suggests that having a standardized,
interoperable protocol could radically simplify the deployment and
management of wireless networks. In many cases, the overall control
and management functions themselves are generic and could apply to an
AP for any wireless Layer 2 (L2) protocol. Being independent of

specific wireless Layer 2 technologies, such a protocol could better
support interoperability between Layer 2 devices and enable smoother
intertechnology handovers.

The details of how these functions would be implemented are dependent
on the particular Layer 2 wireless technology. Such a protocol would
need provisions for binding to specific technologies.

LWAPP assumes a network configuration that consists of multiple WTPs
communicating either via Layer 2 (Medium Access Control (MAC)) or
Layer 3 (IP) to an AC. The WTPs can be considered as remote radio
frequency (RF) interfaces, being controlled by the AC. The AC

forwards all L2 frames it wants to transmit to a WTP via the LWAPP
protocol. Packets from mobile nodes are forwarded by the WTP to the
AC, also via this protocol. Figure 1 illustrates this arrangement as
applied to an IEEE 802.11 binding.

-+ 802.11 frames +-+

|
I +-+ [

+
I
I
|
I

|| |l
| 802.11 PHY/|| LWAPP ||
| | MAC sublayer | | ||
+-+ +-+ +-+
STA WTP AC

Figure 1: LWAPP Architecture
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Security is another aspect of Wireless Termination Point management
that is not well served by existing solutions. Provisioning WTPs

with security credentials, and managing which WTPs are authorized to
provide service are today handled by proprietary solutions. Allowing
these functions to be performed from a centralized AC in an
interoperable fashion increases manageability and allows network
operators to more tightly control their wireless network

infrastructure.

This document describes the Lightweight Access Point Protocol
(LWAPP), allowing an AC to manage a collection of WTPs. The protocol
is defined to be independent of Layer 2 technology, but an 802.11
binding is provided for use in growing 802.11 wireless LAN networks.

Goals:
The following are goals for this protocol:

1. Centralization of the bridging, forwarding, authentication, and
policy enforcement functions for a wireless network. Optionally,
the AC may also provide centralized encryption of user traffic.
This will permit reduced cost and higher efficiency when applying
the capabilities of network processing silicon to the wireless
network, as it has already been applied to wired LANSs.

2. Permit shifting of the higher-level protocol processing burden
away from the WTP. This leaves the computing resource of the WTP
to the timing-critical applications of wireless control and
access. This makes the most efficient use of the computing power
available in WTPs that are the subject of severe cost pressure.

3. Providing a generic encapsulation and transport mechanism, the
protocol may be applied to other access point types in the future
by adding the binding.

The LWAPP protocol concerns itself solely with the interface between
the WTP and the AC. Inter-AC, or mobile-to-AC communication is
strictly outside the scope of this document.
1.1. Conventions Used in This Document
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [1].
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2. Protocol Overview

LWAPP is a generic protocol defining how Wireless Termination Points
communicate with Access Controllers. Wireless Termination Points and
Access Controllers may communicate either by means of Layer 2
protocols or by means of a routed IP network.

LWAPP messages and procedures defined in this document apply to both
types of transports unless specified otherwise. Transport

independence is achieved by defining formats for both MAC-level and
IP-level transport (see Section 3). Also defined are framing,
fragmentation/reassembly, and multiplexing services to LWAPP for each
transport type.

The LWAPP Transport layer carries two types of payload. LWAPP data
messages are forwarded wireless frames. LWAPP control messages are
management messages exchanged between a WTP and an AC. The LWAPP
transport header defines the "C-bit", which is used to distinguish

data and control traffic. When used over IP, the LWAPP data and

control traffic are also sent over separate UDP ports. Since both

data and control frames can exceed Path Maximum Transmission Unit
(PMTU), the payload of an LWAPP data or control message can be
fragmented. The fragmentation behavior is highly dependent upon the
lower-layer transport and is defined in Section 3.

The Lightweight Access Protocol (LWAPP) begins with a discovery

phase. The WTPs send a Discovery Request frame, causing any Access
Controller (AC), receiving that frame to respond with a Discovery
Response. From the Discovery Responses received, a WTP will select

an AC with which to associate, using the Join Request and Join

Response. The Join Request also provides an MTU discovery mechanism,
to determine whether there is support for the transport of large

frames between the WTP and its AC. If support for large frames is

not present, the LWAPP frames will be fragmented to the maximum

length discovered to be supported by the network.

Once the WTP and the AC have joined, a configuration exchange is
accomplished that will cause both devices to agree on version
information. During this exchange, the WTP may receive provisioning
settings. For the 802.11 binding, this information would typically
include a name (802.11 Service Set Identifier, SSID), and security
parameters, the data rates to be advertised, as well as the radio
channel (channels, if the WTP is capable of operating more than one
802.11 MAC and Physical Layer (PHY) simultaneously) to be used.
Finally, the WTPs are enabled for operation.
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When the WTP and AC have completed the version and provision exchange
and the WTP is enabled, the LWAPP encapsulates the wireless frames

sent between them. LWAPP will fragment its packets, if the size of

the encapsulated wireless user data (Data) or protocol control

(Management) frames cause the resultant LWAPP packet to exceed the
MTU supported between the WTP and AC. Fragmented LWAPP packets are
reassembled to reconstitute the original encapsulated payload.

In addition to the functions thus far described, LWAPP also provides

for the delivery of commands from the AC to the WTP for the
management of devices that are communicating with the WTP. This may
include the creation of local data structures in the WTP for the

managed devices and the collection of statistical information about

the communication between the WTP and the 802.11 devices. LWAPP
provides the ability for the AC to obtain any statistical information
collected by the WTP.

LWAPP also provides for a keepalive feature that preserves the
communication channel between the WTP and AC. If the AC fails to
appear alive, the WTP will try to discover a new AC to communicate
through.

This document uses terminology defined in [5].
2.1. Wireless Binding Definition

This draft standard specifies a protocol independent of a specific
wireless access point radio technology. Elements of the protocol are
designed to accommodate specific needs of each wireless technology in
a standard way. Implementation of this standard for a particular
wireless technology must follow the binding requirements defined for
that technology. This specification includes a binding for the IEEE
802.11 (see Section 11).

When defining a binding for other technologies, the authors MUST
include any necessary definitions for technology-specific messages

and all technology-specific message elements for those messages. At

a minimum, a binding MUST provide the definition for a binding-

specific Statistics message element, which is carried in the WTP

Event Request message, and Add Mobile message element, which is
carried in the Mobile Configure Request. If any technology-specific
message elements are required for any of the existing LWAPP messages
defined in this specification, they MUST also be defined in the
technology-binding document.

The naming of binding-specific message elements MUST begin with the

name of the technology type, e.g., the binding for IEEE 802.11,
provided in this standard, begins with "IEEE 802.11".
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2.2. LWAPP State Machine Definition

The following state diagram represents the life cycle of a WTP-AC
session:

[-mmmmmmmemee- \

| Vv

| R +

| C| Idle |< \
|+ + \ I
|~ Ja " I I

[ I I
[ I Homoeeno e +

| | ] | - | Key Confirm| |

[ | L +

[ | | " I

[ | it Vv 15 I

| | | + + + +

| [ C| Run | | Key Update | |
|/ | r+ + >+ + |

| 7 Molsoou x|

| | v || |

[ + | v ly

| | C| Discovery | d| \ >+ +
| | b+ + + + | Reset |
| | |d f~ | Configure |------- >to-aeee- +
I oo

| le v | " I
[ + v i 2| I

| C| Sulking | + + + +

| +--mmmee- + C| Join |--->| Join-Confirm | |
| Fommemo e A S +

I lh m 3 |4 |

I I | v o

) (. I +
oo / \-omemee- +---->| Image Data |C
\ /[ + +n

Figure 2: LWAPP State Machine

The LWAPP state machine, depicted above, is used by both the AC and
the WTP. For every state defined, only certain messages are

permitted to be sent and received. In all of the LWAPP control
messages defined in this document, the state for which each command
is valid is specified.
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Note that in the state diagram figure above, the 'C’ character is
used to represent a condition that causes the state to remain the
same.

The following text discusses the various state transitions, and the
events that cause them.

Idle to Discovery (a): This is the initialization state.

WTP: The WTP enters the Discovery state prior to transmitting the
first Discovery Request (see Section 5.1). Upon entering
this state, the WTP sets the Discoverylinterval timer (see
Section 12). The WTP resets the DiscoveryCount counter to
zero (0) (see Section 13). The WTP also clears all
information from ACs (e.g., AC Addresses) it may have
received during a previous discovery phase.

AC: The AC does not need to maintain state information for the
WTP upon reception of the Discovery Request, but it MUST
respond with a Discovery Response (see Section 5.2).

Discovery to Discovery (b): This is the state the WTP uses to
determine to which AC it wishes to connect.

WTP: This event occurs when the Discoverylnterval timer expires.
The WTP transmits a Discovery Request to every AC to which
the WTP hasn't received a response. For every transition to
this event, the WTP increments the DisoveryCount counter.
See Section 5.1 for more information on how the WTP knows to
which ACs it should transmit the Discovery Requests. The
WTP restarts the Discoverylnterval timer.

AC: This is a hoop.

Discovery to Sulking (d): This state occurs on a WTP when Discovery
or connectivity to the AC falils.

WTP: The WTP enters this state when the Discoverylnterval timer
expires and the DiscoveryCount variable is equal to the
MaxDiscoveries variable (see Section 13). Upon entering
this state, the WTP will start the Silentinterval timer.

While in the Sulking state, all LWAPP messages received are
ignored.

AC: This is a hoop.

Sulking to Idle (e): This state occurs on a WTP when it must restart
the discovery phase.
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WTP: The WTP enters this state when the Silentinterval timer (see
Section 12) expires.

AC: This is a hoop.

Discovery to Join (f): This state is used by the WTP to confirm its
commitment to an AC that it wishes to be provided service.

WTP: The WTP selects the best AC based on the information it
gathered during the discovery phase. It then transmits a
Join Request (see Section 6.1) to its preferred AC. The WTP
starts the WaitJoin timer (see Section 12).

AC: The AC enters this state for the given WTP upon reception of
a Join Request. The AC processes the request and responds
with a Join Response.

Join to Join (g): This state transition occurs during the join
phase.

WTP: The WTP enters this state when the WaitJoin timer expires,
and the underlying transport requires LWAPP MTU detection
(Section 3).

AC: This state occurs when the AC receives a retransmission of a
Join Request. The WTP processes the request and responds
with the Join Response.

Join to Idle (h): This state is used when the join process has
failed.

WTP: This state transition occurs if the WTP is configured to use
pre-shared key (PSK) security and receives a Join Response
that includes an invalid PSK-MIC (Message Integrity Check)
message element.

AC: The AC enters this state when it transmits an unsuccessful
Join Response.

Join to Discovery (i): This state is used when the join process has
failed.

WTP: The WTP enters this state when it receives an unsuccessful
Join Response. Upon entering this state, the WTP sets the
Discoveryinterval timer (see Section 12). The WTP resets
the DiscoveryCount counter to zero (0) (see Section 13).

This state transition may also occur if the PSK-MIC (see
Section 6.2.9) message element is invalid.
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AC: This state transition is invalid.

Join to Join-Confirm (z): This state is used to provide key
confirmation during the join process.

WTP: This state is entered when the WTP receives a Join Response.
In the event that certificate-based security is utilized,
this transition will occur if the Certificate message
element is present and valid in the Join Response. For pre-
shared key security, the Join Response must include a valid
and authenticated PSK-MIC message element. The WTP MUST
respond with a Join ACK, which is used to provide key
confirmation.

AC: The AC enters this state when it receives a valid Join ACK.
For certificate-based security, the Join ACK MUST include
the WNonce message element. For pre-shared key security,
the message must include a valid PSK-MIC message element.
The AC MUST respond with a Join Confirm message, which
includes the Session Key message element.

Join-Confirm to Idle (3): This state is used when the join process
has failed.

WTP: This state transition occurs when the WTP receives an
invalid Join Confirm.

AC: The AC enters this state when it receives an invalid Join
ACK.

Join-Confirm to Configure (2): This state is used by the WTP and the
AC to exchange configuration information.

WTP: The WTP enters this state when it receives a successful Join
Confirm and determines that its version number and the
version number advertised by the AC are the same. The WTP
transmits the Configure Request (see Section 7.2) message to
the AC with a snapshot of its current configuration. The
WTP also starts the ResponseTimeout timer (see Section 12).

AC: This state transition occurs when the AC receives the
Configure Request from the WTP. The AC must transmit a
Configure Response (see Section 7.3) to the WTP, and may
include specific message elements to override the WTP'’s
configuration.
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Join-Confirm to Image Data (4): This state is used by the WTP and
the AC to download executable firmware.

WTP: The WTP enters this state when it receives a successful Join
Confirm, and determines that its version number and the
version number advertised by the AC are different. The WTP
transmits the Image Data Request (see Section 8.1) message
requesting that the AC'’s latest firmware be initiated.

AC: This state transition occurs when the AC receives the Image
Data Request from the WTP. The AC must transmit an Image
Data Response (see Section 8.2) to the WTP, which includes a
portion of the firmware.

Image Data to Image Data (n): This state is used by the WTP and the
AC during the firmware download phase.

WTP: The WTP enters this state when it receives an Image Data
Response that indicates that the AC has more data to send.

AC: This state transition occurs when the AC receives the Image
Data Request from the WTP while already in this state, and
it detects that the firmware download has not completed.

Image Data to Reset (0): This state is used when the firmware
download is completed.

WTP: The WTP enters this state when it receives an Image Data
Response that indicates that the AC has no more data to
send, or if the underlying LWAPP transport indicates a link
failure. At this point, the WTP reboots itself.

AC: This state transition occurs when the AC receives the Image
Data Request from the WTP while already in this state, and
it detects that the firmware download has completed or if
the underlying LWAPP transport indicates a link failure.
Note that the AC itself does not reset, but it places the
specific WTP’s context it is communicating with in the reset
state: meaning that it clears all state associated with the
WTP.

Configure to Reset (p): This state transition occurs if the
configure phase fails.

WTP: The WTP enters this state when the reliable transport fails

to deliver the Configure Request, or if the ResponseTimeout
timer (see Section 12) expires.
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AC: This state transition occurs if the AC is unable to transmit
the Configure Response to a specific WTP. Note that the AC
itself does not reset, but it places the specific WTP’s
context it is communicating with in the reset state: meaning
that it clears all state associated with the WTP.

Configure to Run (q): This state transition occurs when the WTP and
AC enter their normal state of operation.

WTP: The WTP enters this state when it receives a successful
Configure Response from the AC. The WTP initializes the
HeartBeat timer (see Section 12), and transmits the Change
State Event Request message (see Section 7.6).

AC: This state transition occurs when the AC receives the Change
State Event Request (see Section 7.6) from the WTP. The AC
responds with a Change State Event Response (see Section
7.7) message. The AC must start the Session ID and
NeighborDead timers (see Section 12).

Run to Run (r): This is the normal state of operation.

WTP: This is the WTP’s normal state of operation, and there are
many events that cause this to occur:

Configuration Update: The WTP receives a Configuration Update
Request (see Section 7.4). The WTP MUST respond with a
Configuration Update Response (see Section 7.5).

Change State Event: The WTP receives a Change State Event
Response, or determines that it must initiate a Change State
Event Request, as a result of a failure or change in the state

of a radio.

Echo Request: The WTP receives an Echo Request message
(Section 6.5), to which it MUST respond with an Echo Response
(see Section 6.6).

Clear Config Indication: The WTP receives a Clear Config
Indication message (Section 7.8). The WTP MUST reset its
configuration back to manufacturer defaults.

WTP Event: The WTP generates a WTP Event Request to send

information to the AC (Section 8.5). The WTP receives a WTP
Event Response from the AC (Section 8.6).
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Data Transfer. The WTP generates a Data Transfer Request to
the AC (Section 8.7). The WTP receives a Data Transfer
Response from the AC (Section 8.8).

WLAN Config Request: The WTP receives a WLAN Config Request
message (Section 11.8.1), to which it MUST respond with a WLAN
Config Response (see Section 11.8.2).

Mobile Config Request: The WTP receives an Mobile Config
Request message (Section 9.1), to which it MUST respond with a
Mobile Config Response (see Section 9.2).

AC: This is the AC’s normal state of operation, and there are
many events that cause this to occur:

Configuration Update: The AC sends a Configuration Update
Request (see Section 7.4) to the WTP to update its

configuration. The AC receives a Configuration Update Response
(see Section 7.5) from the WTP.

Change State Event: The AC receives a Change State Event
Request (see Section 7.6), to which it MUST respond with the
Change State Event Response (see Section 7.7).

Echo: The AC sends an Echo Request message (Section 6.5) or
receives the associated Echo Response (see Section 6.6) from
the WTP.

Clear Config Indication: The AC sends a Clear Config
Indication message (Section 7.8).

WLAN Config: The AC sends a WLAN Config Request message
(Section 11.8.1) or receives the associated WLAN Config
Response (see Section 11.8.2) from the WTP.

Mobile Config: The AC sends a Mobile Config Request message
(Section 9.1) or receives the associated Mobile Config Response
(see Section 9.2) from the WTP.

Data Transfer: The AC receives a Data Transfer Request from
the AC (see Section 8.7) and MUST generate the associated Data
Transfer Response message (see Section 8.8).

WTP Event. The AC receives a WTP Event Request from the AC

(see Section 8.5) and MUST generate the associated WTP Event
Response message (see Section 8.6).
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Run to Reset (s): This event occurs when the AC wishes for the WTP
to reboot.

WTP: The WTP enters this state when it receives a Reset Request
(see Section 8.3). It must respond with a Reset Response
(see Section 8.4), and once the reliable transport
acknowledgement has been received, it must reboot itself.

AC: This state transition occurs either through some
administrative action, or via some internal event on the AC
that causes it to request that the WTP disconnect. Note
that the AC itself does not reset, but it places the
specific WTPs context it is communicating with in the reset
state.

Run to Idle (t): This event occurs when an error occurs in the
communication between the WTP and the AC.

WTP: The WTP enters this state when the underlying reliable
transport is unable to transmit a message within the
Retransmitinterval timer (see Section 12), and the maximum
number of RetransmitCount counter has reached the
MaxRetransmit variable (see Section 13).

AC: The AC enters this state when the underlying reliable
transport in unable to transmit a message within the
Retransmitinterval timer (see Section 12), and the maximum
number of RetransmitCount counter has reached the
MaxRetransmit variable (see Section 13).

Run to Key Update (u): This event occurs when the WTP and the AC are
to exchange new keying material, with which it must use to protect
all future messages.

WTP: This state transition occurs when the KeyLifetime timer
expires (see Section 12).

AC: The WTP enters this state when it receives a Key Update
Request (see Section 6.7).

Key Update to Key Confirm (w): This event occurs during the rekey
phase and is used to complete the loop.

WTP: This state transition occurs when the WTP receives the Key
Update Response. The WTP MUST only accept the message if it
is authentic. The WTP responds to this response with a Key
Update ACK.
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AC: The AC enters this state when it receives an authenticated
Key Update ACK message.

Key Confirm to Run (5): This event occurs when the rekey exchange
phase is completed.

WTP: This state transition occurs when the WTP receives the Key
Update Confirm. The newly derived encryption key and
Initialization Vector (IV) must be plumbed into the crypto
module after validating the message’s authentication.

AC: The AC enters this state when it transmits the Key Update
Confirm message. The newly derived encryption key and IV
must be plumbed into the crypto module after transmitting a
Key Update Confirm message.

Key Update to Reset (x): This event occurs when the key exchange
phase times out.

WTP: This state transition occurs when the WTP does not receive a
Key Update Response from the AC.

AC: The AC enters this state when it is unable to process a Key
Update Request.

Reset to Idle (y): This event occurs when the state machine is
restarted.

WTP: The WTP reboots itself. After rebooting, the WTP will start
its LWAPP state machine in the Idle state.

AC: The AC clears out any state associated with the WTP. The AC
generally does this as a result of the reliable link layer
timing out.

3. LWAPP Transport Layers

The LWAPP protocol can operate at Layer 2 or 3. For Layer 2 support,
the LWAPP messages are carried in a native Ethernet frame. As such,
the protocol is not routable and depends upon Layer 2 connectivity
between the WTP and the AC. Layer 3 support is provided by
encapsulating the LWAPP messages within UDP.
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3.1. LWAPP Transport Header

All LWAPP protocol packets are encapsulated using a common header
format, regardless of the transport used to carry the frames.

However, certain flags are not applicable for a given transport, and

it is therefore necessary to refer to the specific transport section

in order to determine which flags are valid.

0 1 2 3
01234567890123456789012345678901
e e s e S S S S R

|[VER| RID |C|FIL| FragID | Length |
Ot I N I e O S S S S S
| Status/WLANs | Payload... |

S S L S e S
3.1.1. VER Field

A 2-bit field that contains the version of LWAPP used in this packet.
The value for this document is 0.

3.1.2. RID Field

A 3-bit field that contains the Radio ID number for this packet.
WTPs with multiple radios but a single MAC address use this field to
indicate which radio is associated with the packet.

3.1.3. CBit

The control message 'C’ bit indicates whether this packet carries a

data or control message. When this bit is zero (0), the packet

carries an LWAPP data message in the payload (see Section 4.1). When
this bit is one (1), the packet carries an LWAPP control message as
defined in Section 4.2 for consumption by the addressed destination.

3.1.4. FBit

The Fragment 'F’ bit indicates whether this packet is a fragment.
When this bit is one (1), the packet is a fragment and MUST be
combined with the other corresponding fragments to reassemble the
complete information exchanged between the WTP and AC.
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3.1.5. L Bit

The Not Last 'L’ bit is valid only if the 'F’ bit is set and

indicates whether the packet contains the last fragment of a

fragmented exchange between the WTP and AC. When this bit is 1, the
packet is not the last fragment. When this bit is 0, the packet is

the last fragment.

3.1.6. Fragment ID

An 8-bit field whose value is assigned to each group of fragments
making up a complete set. The Fragment ID space is managed
individually for every WTP/AC pair. The value of Fragment ID is
incremented with each new set of fragments. The Fragment ID wraps to
zero after the maximum value has been used to identify a set of
fragments. LWAPP only supports up to 2 fragments per frame.

3.1.7. Length

The 16-bit length field contains the number of bytes in the Payload.
The field is encoded as an unsigned number. If the LWAPP packet is
encrypted, the length field includes the Advanced Encryption Standard
Counter with CBC-MAC (AES-CCM) MIC (see Section 10.2 for more
information).

3.1.8. Status and WLANS

The interpretation of this 16-bit field is binding-specific. Refer
to the transport portion of the binding for a wireless technology for
the specification.

3.1.9. Payload

This field contains the header for an LWAPP data message or LWAPP
control message, followed by the data associated with that message.

3.2. Using IEEE 802.3 MAC as LWAPP Transport

This section describes how the LWAPP protocol is provided over native
Ethernet frames. An LWAPP packet is formed from the MAC frame
header, followed by the LWAPP message header. The following figure
provides an example of the frame formats used when LWAPP is used over
the IEEE 802.3 transport.
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Layer 2 LWAPP Data Frame
+ +

| MAC Header | LWAPP Header [C=0] | Forwarded Data ...

Layer 2 LWAPP Control Frame
+ +

| MAC Header | LWAPP Header [C=1] | Control Message |
+ +

| Message Elements ... |
+ +

3.2.1. Framing
Source Address
A MAC address belonging to the interface from which this message is
sent. If multiple source addresses are configured on an interface,
then the one chosen is implementation-dependent.
Destination Address
A MAC address belonging to the interface to which this message is to
be sent. This destination address MAY be either an individual
address or a multicast address, if more than one destination
interface is intended.
Ethertype
The Ethertype field is set to 0x88bb.

3.2.2. AC Discovery
When run over IEEE 802.3, LWAPP messages are distributed to a
specific MAC-level broadcast domain. The AC discovery mechanism used
with this transport is for a WTP to transmit a Discovery Request
message to a broadcast destination MAC address. The ACs will receive
this message and reply based on their policy.

3.2.3. LWAPP Message Header Format over IEEE 802.3 MAC Transport

All of the fields described in Section 3.1 are used when LWAPP uses
the IEEE 802.3 MAC transport.
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3.2.4. Fragmentation/Reassembly

Fragmentation at the MAC layer is managed using the F, L, and Frag ID
fields of the LWAPP message header. The LWAPP protocol only allows a
single packet to be fragmented into 2, which is sufficient for a

frame that exceeds MTU due to LWAPP encapsulation. When used with
Layer 2 (Ethernet) transport, both fragments MUST include the LWAPP
header.

3.2.5. Multiplexing

LWAPP control messages and data messages are distinguished by the 'C’
bit in the LWAPP message header.

3.3. Using IP/UDP as LWAPP Transport

This section defines how LWAPP makes use of IP/UDP transport between
the WTP and the AC. When this transport is used, the MAC layer is
controlled by the IP stack, and there are therefore no special MAC-

layer requirements. The following figure provides an example of the
frame formats used when LWAPP is used over the IP/UDP transport. IP
stacks can be either IPv4 or IPv6.

Layer 3 LWAPP Data Frame

+ +
| MAC Header | IP | UDP | LWAPP Header [C=0] |
+ +

|Forwarded Data ... |

Layer 3 LWAPP Control Frame
+ +

| MAC Header | IP | UDP | LWAPP Header [C=1] |

| Control Message | Message Elements ... |
+ + +

3.3.1. Framing

Communication between the WTP and AC is established according to the
standard UDP client/server model. The connection is initiated by the
WTP (client) to the well-known UDP port of the AC (server) used for
control messages. This UDP port number of the AC is 12222 for LWAPP
data and 12223 for LWAPP control frames.
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3.3.2. AC Discovery

When LWAPP is run over routed IP networks, the WTP and the AC do not
need to reside in the same IP subnet (broadcast domain). However, in
the event the peers reside on separate subnets, there must exist a
mechanism for the WTP to discover the AC.

As the WTP attempts to establish communication with the AC, it sends

the Discovery Request message and receives the corresponding response
message from the AC. The WTP must send the Discovery Request message
to either the limited broadcast IP address (255.255.255.255), a well

known multicast address, or the unicast IP address of the AC. Upon

receipt of the message, the AC issues a Discovery Response message to

the unicast IP address of the WTP, regardless of whether a Discovery
Request was sent as a broadcast, multicast, or unicast message.

Whether the WTP uses a limited IP broadcast, multicast or unicast IP
address is implementation-dependent.

In order for a WTP to transmit a Discovery Request to a unicast
address, the WTP must first obtain the IP address of the AC. Any
static configuration of an AC’s IP address on the WTP non-volatile
storage is implementation-dependent. However, additional dynamic
schemes are possible: for example:

DHCP: A comma-delimited, ASCll-encoded list of AC IP addresses is
embedded inside a DHCP vendor-specific option 43 extension.
An example of the actual format of the vendor-specific payload
for IPv4 is of the form "10.1.1.1, 10.1.1.2".

DNS: The DNS name "LWAPP-AC-Address" MAY be resolvable to one or
more AC addresses.

3.3.3. LWAPP Message Header Format over IP/UDP Transport

All of the fields described in Section 3.1 are used when LWAPP uses
the IPv4/UDP or IPv6/UDP transport, with the following exceptions.

3.3.3.1. FBit

This flag field is not used with this transport, and MUST be set to
zero.

3.3.3.2. LBit

This flag field is not used with this transport, and MUST be set to
zero.
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3.3.3.3. Frag ID
This field is not used with this transport, and MUST be set to zero.
3.3.4. Fragmentation/Reassembly for IPv4

When LWAPP is implemented at L3, the transport layer uses IP
fragmentation to fragment and reassemble LWAPP messages that are
longer than the MTU size used by either the WTP or AC. The details
of IP fragmentation are covered in [8]. When used with the IP
transport, only the first fragment would include the LWAPP header.

3.3.5. Fragmentation/Reassembly for IPv6

IPv6 does MTU discovery so fragmentation and re-assembly is not
necessary for UDP packets.

3.3.6. Multiplexing

LWAPP messages convey control information between WTP and AC, as well
as binding specific data frames or binding specific management

frames. As such, LWAPP messages need to be multiplexed in the

transport sub-layer and be delivered to the proper software entities

in the endpoints of the protocol. However, the 'C’ bit is still used

to differentiate between data and control frames.

In case of Layer 3 connection, multiplexing is achieved by use of
different UDP ports for control and data packets (see Section 3.3.1).

As part of the Join procedure, the WTP and AC may negotiate different
IP Addresses for data or control messages. The IP address returned
in the AP Manager Control IP Address message element is used to
inform the WTP with the IP address to which it must send all control
frames. The AP Manager Data IP Address message element MAY be
present only if the AC has a different IP address that the WTP is to

use to send its data LWAPP frames.

In the event the WTP and AC are separated by a NAT, with the WTP
using private IP address space, it is the responsibility of the NAT
to manage appropriate UDP port mapping.

4. LWAPP Packet Definitions

This section contains the packet types and format. The LWAPP

protocol is designed to be transport-agnostic by specifying packet
formats for both MAC frames and IP packets. An LWAPP packet consists
of an LWAPP Transport Layer packet header followed by an LWAPP
message.
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Transport details can be found in Section 3.
4.1. LWAPP Data Messages

An LWAPP data message is a forwarded wireless frame. When forwarding
wireless frames, the sender simply encapsulates the wireless frame in

an LWAPP data packet, using the appropriate transport rules defined

in Section 3.

In the event that the encapsulated frame would exceed the transport
layer's MTU, the sender is responsible for the fragmentation of the
frame, as specified in the transport-specific section of Section 3.

The actual format of the encapsulated LWAPP data frame is subject to
the rules defined under the specific wireless technology binding.

4.2. LWAPP Control Messages Overview

The LWAPP Control protocol provides a control channel between the WTP
and the AC. The control channel is the series of control messages
between the WTP and AC, associated with a session ID and key.

Control messages are divided into the following distinct message

types:

Discovery: LWAPP Discovery messages are used to identify potential
ACs, their load and capabilities.

Control Channel Management: Messages that fall within this
classification are used for the discovery of ACs by the WTPs as
well as the establishment and maintenance of an LWAPP control
channel.

WTP Configuration: The WTP Configuration messages are used by the AC
to push a specific configuration to the WTPs with which it has a
control channel. Messages that deal with the retrieval of
statistics from the WTP also fall in this category.

Mobile Session Management: Mobile Session Management messages are
used by the AC to push specific mobile policies to the WTP.

Firmware Management: Messages in this category are used by the AC to
push a new firmware image down to the WTP.

Control Channel, WTP Configuration, and Mobile Session Management
MUST be implemented. Firmware Management MAY be implemented.

In addition, technology-specific bindings may introduce new control
channel commands that depart from the above list.
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4.2.1. Control Message Format

All LWAPP control messages are sent encapsulated within the LWAPP
header (see Section 3.1). Immediately following the header is the
LWAPP control header, which has the following format:

0 1 2 3
01234567890123456789012345678901
s S NS SR SRS S S

| Message Type| SeqNum | Msg Element Length |
B ot S R e I S S S e St N
| Session ID |

e N O O S S O S A S S OO S A SO
|  Msg Element [0..N] |
S S S S S L S e

4.2.1.1. Message Type

The Message Type field identifies the function of the LWAPP control
message. The valid values for a Message Type are the following:

Description Value
Discovery Request 1
Discovery Response 2
Join Request 3

Join Response 4

Join ACK 5

Join Confirm 6
Unused 7-9
Configure Request 10
Configure Response 11
Configuration Update Request 12
Configuration Update Response 13
WTP Event Request 14
WTP Event Response 15
Change State Event Request 16
Change State Event Response 17
Unused 18-21

Echo Request 22

Echo Response 23
Image Data Request 24
Image Data Response 25
Reset Request 26
Reset Response 27
Unused 28-29

Key Update Request 30
Key Update Response 31
Primary Discovery Request 32
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Primary Discovery Response 33
Data Transfer Request 34
Data Transfer Response 35
Clear Config Indication 36
WLAN Config Request 37
WLAN Config Response 38
Mobile Config Request 39
Mobile Config Response 40

4.2.1.2. Sequence Number

The Sequence Number field is an identifier value to match request/
response packet exchanges. When an LWAPP packet with a request
message type is received, the value of the Sequence Number field is
copied into the corresponding response packet.

When an LWAPP control frame is sent, its internal sequence number
counter is monotonically incremented, ensuring that no two requests
pending have the same sequence number. This field will wrap back to
zero.

4.2.1.3. Message Element Length

The length field indicates the number of bytes following the Session
ID field. If the LWAPP packet is encrypted, the length field
includes the AES-CCM MIC (see Section 10.2 for more information).

4.2.1.4. Session ID

The Session ID is a 32-bit unsigned integer that is used to identify

the security context for encrypted exchanges between the WTP and the
AC. Note that a Session ID is a random value that MUST be unique
between a given AC and any of the WTPs with which it may be
communicating.

4.2.1.5. Message Element [0..N]

The message element(s) carry the information pertinent to each of the
control message types. Every control message in this specification
specifies which message elements are permitted.

4.2.2. Message Element Format

The message element is used to carry information pertinent to a
control message. Every message element is identified by the Type
field, whose numbering space is managed via IANA (see Section 16).
The total length of the message elements is indicated in the Message
Element Length field.
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All of the message element definitions in this document use a diagram
similar to the one below in order to depict their formats. Note that

in order to simplify this specification, these diagrams do not

include the header fields (Type and Length). However, in each
message element description, the header’s field values will be
defined.

Note that additional message elements may be defined in separate IETF
documents.

The format of a message element uses the TLV format shown here:

0 1 2 3
01234567890123456789012345678901
S S T e S T a2
|  Type | Length | Value ... |

B ot S R e I S S S e St N

where Type (8 bits) identifies the character of the information
carried in the Value field and Length (16 bits) indicates the number
of bytes in the Value field.

4.2.2.1. Generic Message Elements

This section includes message elements that are not bound to a
specific control message.

4.2.2.1.1. Vendor Specific

The Vendor-Specific Payload is used to communicate vendor-specific
information between the WTP and the AC. The value contains the
following format:

0 1 2 3
01234567890123456789012345678901
B o i e
| Vendor Identifier |

S S U I OO O S O O OO O O S O S O L L S
| Element ID | Value... |
i e T S e S S S e N S e

Type: 104 for Vendor Specific
Length: >=7

Vendor Identifier: A 32-bit value containing the IANA-assigned "SMI
Network Management Private Enterprise Codes" [13].
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Element ID: A 16-bit Element Identifier that is managed by the
vendor.

Value: The value associated with the vendor-specific element.
4.2.3. Quality of Service

It is recommended that LWAPP control messages be sent by both the AC
and the WTP with an appropriate Quality-of-Service precedence value,
ensuring that congestion in the network minimizes occurrences of
LWAPP control channel disconnects. Therefore, a Quality-of-Service-
enabled LWAPP device should use:

802.1P: The precedence value of 7 SHOULD be used.

DSCP: The Differentiated Services Code Point (DSCP) tag value of 46
SHOULD be used.

5. LWAPP Discovery Operations

The Discovery messages are used by a WTP to determine which ACs are
available to provide service, as well as the capabilities and load of
the ACs.

5.1. Discovery Request

The Discovery Request is used by the WTP to automatically discover
potential ACs available in the network. A WTP must transmit this
command even if it has a statically configured AC, as itis a

required step in the LWAPP state machine.

Discovery Requests MUST be sent by a WTP in the Discover state after
waiting for a random delay less of than MaxDiscoveryinterval, after a
WTP first comes up or is (re)initialized. A WTP MUST send no more
than a maximum of MaxDiscoveries discoveries, waiting for a random
delay less than MaxDiscoverylnterval between each successive
discovery.

This is to prevent an explosion of WTP Discoveries. An example of
this occurring would be when many WTPs are powered on at the same
time.

Discovery Requests MUST be sent by a WTP when no Echo Responses are
received for NeighborDeadInterval and the WTP returns to the Idle

state. Discovery Requests are sent after NeighborDeadInterval, they

MUST be sent after waiting for a random delay less than
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MaxDiscoverylnterval. A WTP MAY send up to a maximum of
MaxDiscoveries discoveries, waiting for a random delay less than
MaxDiscoverylnterval between each successive discovery.

If a Discovery Response is not received after sending the maximum
number of Discovery Requests, the WTP enters the Sulking state and
MUST wait for an interval equal to Silentinterval before sending
further Discovery Requests.

The Discovery Request message may be sent as a unicast, broadcast, or
multicast message.

Upon receiving a Discovery Request, the AC will respond with a
Discovery Response sent to the address in the source address of the
received Discovery Request.

The following subsections define the message elements that MUST be
included in this LWAPP operation.

5.1.1. Discovery Type

The Discovery message element is used to configure a WTP to operate
in a specific mode.

0
01234567
e T e e
| Discovery Type|
s o S
Type: 58 for Discovery Type
Length: 1

Discovery Type: An 8-bit value indicating how the AC was
discovered. The following values are supported:

0 - Broadcast

1 - Configured
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5.1.2. WTP Descriptor

The WTP Descriptor message element is used by the WTP to communicate
its current hardware/firmware configuration. The value contains the
following fields.

0 1 2 3
01234567890123456789012345678901
S S T e S T a2
| Hardware Version |

B ot S R e I S S S e St N
| Software Version |
L s S
| Boot Version |

S e e A o L S A A e S SR R
| Max Radios | Radios inuse | Encryption Capabilities |
B ot S R e I S S S e St N

Type: 3 for WTP Descriptor
Length: 16

Hardware Version: A 32-bit integer representing the WTP’s hardware
version number.

Software Version: A 32-bit integer representing the WTP’s Firmware
version number.

Boot Version: A 32-bit integer representing the WTP’s boot loader’s
version number.

Max Radios: An 8-bit value representing the number of radios (where
each radio is identified via the RID field) supported by the WTP.

Radios in Use: An 8-bit value representing the number of radios
present in the WTP.

Encryption Capabilities: This 16-bit field is used by the WTP to
communicate its capabilities to the AC. Since most WTPs support
link-layer encryption, the AC may make use of these services.
There are binding-dependent encryption capabilites. A WTP that
does not have any encryption capabilities would set this field to
zero (0). Refer to the specific binding for the specification.
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5.1.3. WTP Radio Information

The WTP Radio Information message element is used to communicate the
radio information in a specific slot. The Discovery Request MUST
include one such message element per radio in the WTP. The Radio-
Type field is used by the AC in order to determine which technology-
specific binding is to be used with the WTP.
The value contains two fields, as shown:

0 1

0123456789012345

+ot-t-t-t-t-t-t-t-t-t-t-t-t-t-+-+

| RadiolD | Radio Type |

e e S L S e s S T
Type: 4 for WTP Radio Information
Length: 2

Radio ID: The Radio Identifier, typically refers to some interface
index on the WTP.

Radio Type: The type of radio present. The following values are
supported:

1-802.11bg: An 802.11bg radio.

2-802.11a: An 802.11a radio.

3-802.16: An 802.16 radio.

4 - Ultra Wideband: A UWB radio.

7 - all: Used to specify all radios in the WTP.
5.2. Discovery Response

The Discovery Response is a mechanism by which an AC advertises its
services to requesting WTPs.

Discovery Responses are sent by an AC after receiving a Discovery
Request.
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When a WTP receives a Discovery Response, it MUST wait for an
interval not less than DiscoverylInterval for receipt of additional
Discovery Responses. After the Discoverylnterval elapses, the WTP
enters the Joining state and will select one of the ACs that sent a
Discovery Response and send a Join Request to that AC.

The following subsections define the message elements that MUST be
included in this LWAPP operation.

5.2.1. AC Address

The AC Address message element is used to communicate the identity of
the AC. The value contains two fields, as shown:

0 1 2 3
01234567890123456789012345678901
B ot S R e I S S S e St N
| Reserved | MAC Address |

Ot I N I e O S S S S S
| MAC Address |

e S L o T L e e =

Type: 2 for AC Address

Length: 7

Reserved: MUST be set to zero

MAC Address: The MAC address of the AC
5.2.2. AC Descriptor

The AC Descriptor message element is used by the AC to communicate
its current state. The value contains the following fields:

0 1 2 3
01234567890123456789012345678901
s S NS SR SRS S S

| Reserved | Hardware Version ... |

S S N O oI S e A O O O S s oTit S AT S SR S S S S
|  HWVer | Software Version ... |

B o i e
|  SWVer | Stations | Limit |

e I s S I s e S S S
| Limit | Radios | Max Radio |

B e I s s ity S I U S S S
| Max Radio | Security |
+-t-t-t-t-tot -ttt ottt
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Type: 6 for AC Descriptor
Length: 17
Reserved: MUST be set to zero

Hardware Version: A 32-bit integer representing the AC’s hardware
version number.

Software Version: A 32-bit integer representing the AC’s Firmware
version number.

Stations: A 16-bit integer representing the number of mobile
stations currently associated with the AC.

Limit: A 16-bit integer representing the maximum number of stations
supported by the AC.

Radios: A 16-bit integer representing the number of WTPs currently
attached to the AC.

Max Radio: A 16-bit integer representing the maximum number of WTPs
supported by the AC.

Security: An 8-bit bitmask specifying the security schemes
supported by the AC. The following values are supported (see
Section 10):

1 - X.509 Certificate-Based
2 - Pre-Shared Secret
5.2.3. AC Name

The AC Name message element contains an ASCII representation of the

AC’s identity. The value is a variable-length byte string. The

string is NOT zero terminated.

0

01234567
s o S
| Name ...

+ott -ttt

Type: 31 for AC Name

Length: >0
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Name: A variable-length ASCII string containing the AC’s name.
5.2.4. WTP Manager Control IPv4 Address

The WTP Manager Control IPv4 Address message element is sent by the
AC to the WTP during the discovery process and is used by the AC to
provide the interfaces available on the AC, and their current load.

This message element is useful for the WTP to perform load balancing
across multiple interfaces.

0 1 2 3
01234567890123456789012345678901
S U I O O TS M U OO O O O O S O L LS SO
| IP Address |

T S U U L L O O S O L O L O O O O O S SO LSO OO O
| WTP Count |

S S N S S e S

Type: 99 for WTP Manager Control IPv4 Address

Length: 6

IP Address: The IP address of an interface.

WTP Count: The number of WTPs currently connected to the interface.
5.2.5. WTP Manager Control IPv6 Address

The WTP Manager Control IPv6 Address message element is sent by the
AC to the WTP during the discovery process and is used by the AC to
provide the interfaces available on the AC, and their current load.

This message element is useful for the WTP to perform load balancing
across multiple interfaces.

0 1 2 3
01234567890123456789012345678901
L e Lt i s o e
| IP Address |

S e e A o L e e T o e S e
| IP Address |

B ot S R e I S S S e St N
| IP Address |
e s S
| IP Address |

S e e A o L e e T o e S e
| WTP Count |

S S N S S e S
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Type: 137 for WTP Manager Control IPv6 Address

Length: 6

IP Address: The IP address of an interface.

WTP Count: The number of WTPs currently connected to the interface.
5.3. Primary Discovery Request

The Primary Discovery Request is sent by the WTP in order to
determine whether its preferred (or primary) AC is available.

Primary Discovery Requests are sent by a WTP when it has a primary AC
configured, and is connected to another AC. This generally occurs as

a result of a failover, and is used by the WTP as a means to discover
when its primary AC becomes available. As a consequence, this
message is only sent by a WTP when it is in the Run state.

The frequency of the Primary Discovery Requests should be no more
often than the sending of the Echo Request message.

Upon receiving a Discovery Request, the AC will respond with a
Primary Discovery Response sent to the address in the source address
of the received Primary Discovery Request.

The following subsections define the message elements that MUST be
included in this LWAPP operation.

5.3.1. Discovery Type

The Discovery Type message element is defined in Section 5.1.1.
5.3.2. WTP Descriptor

The WTP Descriptor message element is defined in Section 5.1.2.
5.3.3. WTP Radio Information

A WTP Radio Information message element must be present for every
radio in the WTP. This message element is defined in Section 5.1.3.

5.4. Primary Discovery Response
The Primary Discovery Response is a mechanism by which an AC

advertises its ava