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1. Introduction

This meno defines a portion of the Managenent |nfornmati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects used for nmanagi ng Network
I nterfaces.

This meno di scusses the "interfaces’ group of MB-I11, especially the
experience gained fromthe definition of nunerous nedi a-specific MB
nmodul es for use in conjunction with the "interfaces’ group for
managi ng various sub-layers beneath the internetwork-Ilayer. It
proposes clarifications to, and extensions of, the architectura

i ssues within the current nodel used for the 'interfaces’ group

This meno also includes a MB nodule. As well as including new MB
definitions to support the architectural extensions, this MB nodule
al so re-specifies the "interfaces’ group of MB-1I in a manner which
is both conpliant to the SNMPv2 SM and semantically-identical to the
exi sting SNWPv1-based definitions.

2. The SNMPv2 Networ k Managerent Framewor k

The SNWPv2 Networ k Managenent Franework consists of four nmmjor
conponents. They are:

o] RFC 1442 which defines the SM, the nechanisns used for
descri bi ng and nani ng objects for the purpose of nmnagenent.

o] STD 17, RFC 1213 defines MB-11, the core set of nanaged
objects for the Internet suite of protocols.

o] RFC 1445 whi ch defines the adnmi nistrative and ot her
architectural aspects of the framework.

o] RFC 1448 whi ch defines the protocol used for network access
to managed obj ects.

The Framework permts new objects to be defined for the purpose of
experinentation and eval uati on.
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2.1. (Object Definitions

Managed objects are accessed via a virtual information store, terned
the Managenent |Information Base or MB. hjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object object type is naned
by an OBJECT | DENTI FI ER, an admi ni stratively assigned name. The

obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, termed the descriptor, to
refer to the object type.

3. Experience with the Interfaces G oup

One of the strengths of internetwork-1layer protocols such as |P [6]
is that they are designed to run over any network interface. In
achieving this, IP considers any and all protocols it runs over as a
single "network interface" layer. A sinmlar viewis taken by other

i nternetwork-1ayer protocols. This concept is represented in M B-I
by the "interfaces’ group which defines a generic set of nanaged

obj ects such that any network interface can be managed in an

i nterface-independent manner through these managed objects. The
"interfaces’ group provides the neans for additional nmanaged objects
specific to particular types of network interface (e.g., a specific
medi um such as Ethernet) to be defined as extensions to the
"interfaces’ group for nedia-specific managenment. Since the
standardi zati on of MB-11, many such nedi a-specific M B nodul es have
been defi ned.

Experi ence in defining these nedi a-specific MB nodul es has shown

that the nodel defined by MB-11 is too sinplistic and/or static for
sonme types of nedia-specific managenent. As a result, sone of these
nmedi a- speci fic M B nodul es have assuned an evol uti on or | oosening of

the nmodel. This nmenp is a proposal to docunent and standardi ze the
evolution of the nodel and to fill in the gaps caused by that
evol uti on.

A previous effort to extend the interfaces group resulted in the
publication of RFC 1229 [7]. As part of defining the evolution of
the interfaces group, this nmeno applies that evolution to, and

t hereby incorporates, the RFC 1229 extensions.

3.1. Areas of Carification/Revision
There are several areas for which experience indicates that

clarification, revision, or extension of the nodel would be hel pful
The next sections discuss these.
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3.1.1. Interface Nunbering
MB-11 defines an object, ifNunber, whose val ue represents:

"The nunber of network interfaces (regardless of their
current state) present on this system"

Each interface is identified by a unique value of the iflndex object,
and the description of iflndex constrains its value as foll ows:

"I'ts val ue ranges between 1 and the value of ifNunber. The
val ue for each interface nust remain constant at |east from
one re-initialization of the entity’'s network nanagenent
systemto the next re-initialization."

Thi s constancy requirenent on the value of iflndex for a particular
interface is vital for efficient nanagenent. However, an increasing
nunber of devices allow for the dynanic addition/renoval of network
interfaces. One exanple of this is a dynamc ability to configure
the use of SLIP/PPP over a character-oriented port. For such dynanic
addi tions/renoval s, the conbination of the constancy requirenment and
the restriction that the value of iflndex is |less than ifNunber is
probl emati c.

3.1.2. Interface Sub-Layers

Experience in defining medi a-specific managenent information has
shown the need to distinguish between the nmultiple sub-layers beneath
the internetwork-layer. 1In addition, there is a need to nmanage these
sub-l ayers in devices (e.g., MAC-layer bridges) which are unaware of
which, if any, internetwork protocols run over these sub-layers. As
such, a nodel of having a single conceptual rowin the interfaces
table (MB-11"s ifTable) represent a whole interface underneath the

i nternetwork-1ayer, and having a single associ ated nedi a-specific MB
nmodul e (referenced via the ifType object) is too sinplistic. A
further problemarises with the value of the ifType object which has
enurer at ed val ues for each type of interface.

Consi der, for exanple, an interface with PPP running over an HDLC

I ink which uses a RS232-1i ke connector. Each of these sub-layers has
its own medi a-specific MB nodule. If all of this is represented by
a single conceptual rowin the ifTable, then an enunerated val ue for

i f Type is needed for that specific conbination which maps to the
specific conbination of nmedia-specific MBs. Furthernore, there is
still a lack of a nethod to describe the relationship of all the
sub-l ayers of the M B stack

An associ ated problemis that of upward and downward nul ti pl exi ng of
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the sub-layers. An exanple of upward multiplexing is MP (Milti-

Li nk- Procedure) which provides | oad-sharing over several serial l|ines
by appearing as a single point-to-point link to the sub-layer(s)
above. An exanple of downward multipl exi ng woul d be severa

i nstances of PPP, each framed within a separate X 25 virtual circuit,
all of which run over one fractional Tl channel, concurrently wth

ot her uses of the Tl link. The current MB structure does not allow
for these sorts of relationships to be descri bed.

3.1.3. Virtual Circuits

Several of the sub-layers for which nedi a-specific MB nodul es have
been defined are connection oriented (e.g., Franme Relay, X 25).
Experi ence has shown that each effort to define such a M B nodul e
revisits the question of whether separate conceptual rows in the

i f Tabl e are needed for each virtual circuit. Most, if not all, of
these efforts to date have decided to have all virtual circuits
reference a single conceptual row in the ifTable.

3.1.4. Bit, Character, and Fi xed-Length Interfaces

RS-232 is an exanple of a character-oriented sub-layer over which
(e.g., through use of PPP) |P datagrans can be sent. Due to the
packet - based nature of nany of the objects in the ifTable, experience
has shown that it is not appropriate to have a character-oriented
sub-l ayer represented by a (whole) conceptual row in the ifTable.

Experi ence has also shown that it is sonetinmes desirable to have sone
managenent information for bit-oriented interfaces, which are
simlarly difficult to represent by a (whole) conceptual rowin the

i f Table. For exanple, to nmanage the channels of a DS1 circuit, where
only sonme of the channels are carrying packet-based data.

A further conmplication is that some subnetwork technol ogies transmt
data in fixed length transm ssion units. One exanple of such a
technology is cell relay, and in particular Asynchronous Transfer
Mode (ATM), which transmits data in fixed-length cells. Representing
such a interface as a packet-based interface produces redundant
objects if the relationship between the nunber of packets and the
nunber of octets in either direction is fixed by the size of the
transmi ssion unit (e.g., the size of a cell).

3.1.5. Counter Size
As the speed of network nedia increase, the minimumtinme in which a
32 bit counter will wrap decreases. For exanple, on an Ethernet, a

stream of back-to-back, full-size packets will cause iflnCctets to
wrap in just over 57 mnutes. For a T3 line, the mninmumwap-tine
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is just over 12 minutes. For FDDI, it will wap in 5.7 mnutes. For
a l-gigabit medium the counter might wap in as little as 34
seconds. Requiring that interfaces be polled frequently enough not
to mss a counter wap will be increasingly problematic

3.1.6. Interface Speed

Net wor k speeds are increasing. The range of ifSpeed is limted to
reporting a maxi mum speed of (2**31)-1 bits/second, or approxinately
2.2Cbs. SONET defines an OC-48 interface, which is defined at
operating at 48 times 51 Mbs, which is a speed in excess of 2.4gbits.
Thus, ifSpeed will be of dinminishing utility over the next severa
years.

3.1.7. Milticast/Broadcast Counters

The counters in the ifTable for packets addressed to a nulticast or
t he broadcast address, are conbined as counters of non-unicast
packets. In contrast, the ifExtensions MB [7] defines one set of
counters for multicast, and a separate set for broadcast packets.
Wth the separate counters, the original conbined counters becone

r edundant .

3.1.8. Addition of New ifType val ues

Over time new ifType enunerated val ues have been needed for new
interface types. Wth the syntax of ifType being defined in a M B,
this requires the new MB to be re-issued in order to define the new
values. In the past, re-issuing of the MB has occurred only after
several years

3.1.9. ifSpecific

The original definition of the OBJECT | DENTI FI ER val ue of ifSpecific
was not sufficently clear. As a result, different inplenmentors have
used it differently, and confusion has resulted. Sone

i mpl enent ati ons have the val ue of ifSpecific be the OBJECT | DENTI FI ER
that defines the nmedia-specific MB, i.e., the "foo" of:

foo OBJECT IDENTIFIER ::= { transm ssion xxx }

while others have it be the OBJECT | DENTIFIER of the table or entry
in the appropriate nedi a-specific MB (e.g. fooTable or fooEntry),
while still others have it be the OBJECT | DENTI FI ER of the index
obj ect of the table’s row, including instance identifier (e.g.
foolflndex.iflndex). A definition based on the latter would not be
sufficient unless it also allowed for nedia-specific MBs which

i nclude several tables, where each table has its own, different,
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i ndexi ng.
3.2. darifications/Revisions

The following clarifications and/or revisions are proposed.
3.2.1. Interface Nunbering

One solution to the interface nunmbering probl emwould be to redefine
i f Nunber to be the largest value of iflndex, but the utility of such
an object is questionable, and such a re-definition would require

i f Nunber to be deprecated. Thus, an inprovenent would be to
deprecate i fNunber and not replace it. However, the deprecation of

i f Nunber would require a change to that portion of iflndex's
definition which refers to ifNunber. So, since the definition of

i flndex must be changed anyway in order to solve the problem changes
to i fNunmber do not benefit the solution

The solution adopted in this neno is to delete the requirenent that
the val ue of iflndex nust be |l ess than the value of ifNunmber, and to
retain i fNunmber with its current definition. It could be argued that
this is a change in the semantics of iflndex; however, all existing

i npl ementations conformto this new definition, and in the interests
of not requiring changes in existing inplenentations and in the nany
exi sting nedia-specific MBs, it is proposed that this change does
not require iflndex to be deprecated.

This solution also results in the possibility of "holes" in the
ifTable (i.e., the iflndex values of conceptual rows in the ifTable
are not necessarily contiguous), but SNMP' s Get Next (and SNWMPv2' s
CGet Bul k) operation easily deals with such holes. The val ue of

i fNunber still represents the nunber of conceptual rows, which

i ncreases/ decreases as new interfaces are dynam cally added/renoved
The vital constancy requirenent is nmet by requiring that after an
interface is dynamcally renoved, its iflndex value is not re-used
(by a different dynamically added interface) until after the
following re-initialization of the network managenment system This
avoids the need for a priori assignnent of iflndex values for al
possi bl e interfaces which might be added dynanically.

The exact neaning of a "different” interface is hard to define, and
there will be gray areas. One inportant criterion is that a
managenent station, not noticing that an interface has gone away and
anot her cone into existence, should not be confused when it
cal cul ates the difference between the counter values retrieved on
successive polls for a particular iflndex value. However, any firm
definition in this document would likely to turn out to be

i nadequate. Instead, the followi ng guidelines are offered to all ow
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i mpl enentors to choose what "different" neans in their particular
situation.

A previously-unused val ue of iflndex should be assigned to a
dynamical |l y added interface if:

(1) the assignnent of a previously-used iflndex value to the
interface could result in a discontinuity in the values of
i f Tabl e counters for that value of iflndex; or

(2) an agent has no know edge of whether the interface is the
"same" or "different" froma previous interface incarnation

Because of the restriction of the value of iflndex to be less than

i f Nunber, interfaces have been nunbered with snall integer val ues.
This has led to the ability by humans to use the iflndex val ues as
(somewhat) user-friendly names for network interfaces (e.g.
"interface nunber 3"). Wth the relaxation of the restriction on the
val ue of iflndex, there is now the possibility that iflndex val ues
could be assigned as very large nunbers (e.g., nmenory addresses).
Such nunbers woul d be nuch I ess user-friendly.

Therefore, this neno recommends that iflndex values still be assigned
as (relatively) snmall integer values starting at 1, even though the
values in use at any one tine are not necessarily contiguous. (Note
that this nmakes renenbering which val ues have been assigned easy for
agents which dynam cally add new interfaces.)

Thi s proposed change introduces a new problemof its own.

Previously, there usually was a sinple, direct, nmapping of interfaces
to the physical ports on systens. This napping would be based on the
i flndex value. However, by renoving the previous restrictions on the
val ues allowed for iflndex, along with the interface sub-Ilayer
concept (see the followi ng section), mapping frominterfaces to

physi cal ports becones increasingly problematic.

To address this issue, a new object, ifNane, is added to the MB.
Thi s object contains the device’'s name for the interface of which the
rel evant entry in the ifTable is a conponent. For exanple, if a
router has an interface nanmed wanl, which is conposed of PPP running
over an RS-232 port, the ifNanme objects for the correspondi ng PPP and
RS-232 entries in the ifTable will contain the string "wanl".

3.2.2. Interface Sub-Layers
One possible but not reconmended solution to the probl em of

representing multiple sub-layers would be to retain the concept of
one conceptual row for all the sub-layers of an interface and have
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each nedi a-specific MB nodule identify its "superior" and

"subordi nate" sub-layers through OBJECT | DENTI FI ER "poi nters". The
drawbacks of this schene are: 1) the superior/subordinate pointers
are contained in the nedi a-specific M B nodul es, and thus, a manager
could not learn the structure of an interface, w thout inspecting
multiple pointers in different MB nodules; this is overly conpl ex
and only possible if the nanager has know edge of all the rel evant
nmedi a- specific MB nodules; 2) current MB nodules would all need to
be retrofitted with these new "pointers”; 3) this schene does not
adequat el y address the probl em of upward and downward mul ti pl exi ng;
and 4) enunerated val ues of ifType are needed for each combi nation of
sub- | ayers.

Anot her possi bl e but not reconmended schene would be to retain the
concept of one conceptual row for all the sub-layers of an interface
and have a new separate MB table to identify the "superior" and
"subordi nate" sub-layers which contain OBJECT | DENTI FI ER "poi nters”
to nedia-specific MB nodul e(s) for each sub-layer. Effectively, one
conceptual rowin the ifTable would represent each conbi nation of
sub-1ayers between the internetwork-layer and the wire. Wiile this
schene has fewer drawbacks, it does not support downward

mul ti pl exi ng, such as PPP over M.P; since M.P nakes two (or nore)
serial lines appear to the | ayers above as a single physica
interface, PPP over MP should appear to the internetwork-1layer as a
single interface. However, this scheme would result in two (or nore)
conceptual rows in the ifTable and the internetwork-1layer would run
over both of them This schene al so requires enunerated val ues of

i f Type for each conbinati on of sub-layers.

The solution adopted in this neno is to have an individual conceptua
rowin the ifTable to represent each sub-layer and have a new
separate MB table (the ifStackTable, see section 5 of this nmenp) to
identify the "superior" and "subordinate" sub-layers through | NTEGER
"pointers" to the appropriate conceptual rows in the ifTable. This
sol ution supports both upward and downward nultiplexing. It also
all ows the | ANAIf Type to Media-Specific MB mapping to identify the
medi a- specific MB nodule for each sub- layer. The new table

(i fStackTabl e) need be referenced only to obtain informati on about

| ayering. Enunerated values for ifType are required for each sub-

| ayer only, not for conbinations of them

However, this solution does require that the descriptions of sone
objects in the ifTable (specifically, ifType, ifPhysAddress,

i flnUcast Pkts, and ifQut Ucast Pkts) be generalized so as to apply to
any sub-layer (rather than only to a sub-layer immedi ately beneath
the network | ayer, as at present). It also requires that sone
objects (specifically, ifSpeed) need to have appropriate val ues
identified for use when a generalized definition does not apply to a
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particul ar sub-Iayer.

In addition, this adopted sol ution nmakes no requirement that a
device, in which a sub-layer is instrunented by a conceptual row of
the ifTable, be aware of whether an internetwork protocol runs on top

of (i.e., at sonme |layer above) that sub-layer. |In fact, the counters
of packets received on an interface are defined as counting the
nunmber "delivered to a higher-layer protocol". This meaning of

"hi gher-1layer" includes:

(1) Delivery to a forwardi ng nodul e which accepts
packet s/ franes/octets and forwards themon at the sanme
protocol l|ayer. For exanple, for the purposes of this
definition, the forwarding nodul e of a MAC-| ayer bridge is
consi dered as a "higher-layer" to the MAC-| ayer of each port
on the bridge.

(2) Delivery to a higher sub-layer within a interface stack. For
exanpl e, for the purposes of this definition, if a PPP nodul e
operated directly over a serial interface, the PPP nodul e
woul d be consi dered the higher sub-layer to the seria
i nterface.

(3) Delivery to a higher protocol |ayer which does not do packet
forwardi ng for sub-layers that are "at the top of" the
interface stack. For exanple, for the purposes of this
definition, the local |IP nodule would be considered the
hi gher layer to a SLIP serial interface.

Simlarly, for output, the counters of packets transnmtted out an
interface are defined as counting the nunber "that higher-1Ieve
protocols requested to be transnmitted". This meaning of "higher-
| ayer" includes:

(1) A forwarding nodule, at the sanme protocol |ayer, which
transmits packets/franes/octets that were received on an
different interface. For exanple, for the purposes of this
definition, the forwarding nodul e of a MAC-| ayer bridge is
consi dered as a "higher-layer" to the MAC-| ayer of each port
on the bridge.

(2) The next higher sub-layer within an interface stack. For
exanpl e, for the purposes of this definition, if a PPP nodul e
operated directly over a serial interface, the PPP nodul e
woul d be a "higher layer" to the serial interface
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(3) For sub-layers that are "at the top of" the interface stack
a higher elenent in the network protocol stack. For exanpl e,
for the purposes of this definition, the local |IP nodule
woul d be considered the higher |ayer to an Ethernet
i nterface.

3.2.3. Cuidance on Defining Sub-Ilayers

The designer of a nedia-specific MB nust decide whether to divide
the interface into sub-layers, and if so, how to make the divisions.
The followi ng guidance is offered to assist the nedia-specific MB
designer in these decisions.

In general, the nunber of entries in the ifTable should be kept to
the mninmumrequired for network management. |In particular, a group
of related interfaces should be treated as a single interface with
one entry in the ifTable providing that:

(1) None of the group of interfaces perforns nultiplexing for any
other interface in the agent,

(2) There is a meaningful and useful way for all of the ifTable's
information (e.g., the counters, and the status vari abl es),
and all of the ifTable's capabilities (e.g., wite access to
i fAdm nStatus), to apply to the group of interfaces as a
whol e.

Under these circunstances, there should be one entry in the ifTable
for such a group of interfaces, and any internal structure which
needs to be represented to network managenent should be captured in a
M B nodul e specific to the particular type of interface.

Note that application of bullet 2 above to the ifTable s ifType
object requires that there is a neaningful nedia-specific MB and a
meani ngful ifType val ue which apply to the group of interfaces as a
whol e. For exanple, it is not appropriate to treat an HDLC sub-1layer
and an RS-232 sub-layer as a single ifTable entry when the nedia-
specific MBs and the ifType values for HDLC and RS-232 are separate
(rather than conbined).

Note that the sub-layers of an interface on one device will sonetines
be different to the sub-layers of the interconnected interface of
anot her device. A sinple exanple of this is a frane-relay DTE

i nterface which connects to a franeRel ayService interface, where the
DTE interface has a different ifType value and nedia-specific MB to
the DCE interface.

Al so note that a nedia-specific MB may nandate that a particul ar
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i f Tabl e counter does not apply and that its value nust always be O,
signifying that the applicable event can not and does not occur for
that type of interface; for exanple, iflnMilticastPkts and
ifQutMulticastPkts on an interface type which has no multicast
capability. |In other circunstances, an agent nust not always return
0 for any counter just because its inplenentation is incapable of
detecting occurrences of the particular event; instead, it nust
return a noSuchNane/ noSuchObj ect error/exception when queried for the
counter, even if this prevents the inplenmentation fromconplying with
t he rel evant MODULE- COVPLI ANCE macr o.

These guidelines are just that - guidelines. The designer of a

medi a-specific MBis free to lay out the MB in whatever SM
conformant manner is desired. However, in so doing, the nedia-
specific MB MJST conpl etely specify the sub-layering nodel used for
the M B, and provide the assunptions, reasoning, and rationale used
to devel op that nodel

3.2.4. Virtual Crcuits

This neno strongly recomrends that connection-oriented sub-layers do
not have a conceptual rowin the ifTable for each virtual circuit.
This avoids the proliferation of conceptual rows, especially those
whi ch have consi derabl e redundant information. (Note, as a

conpari son, that connection-|less sub-layers do not have conceptua
rows for each renpte address.) There may, however, be circunstances
under which it is appropriate for a virtual circuit of a connection-
oriented sub-layer to have its own conceptual row in the ifTable; an
exanple of this mght be PPP over an X. 25 virtual circuit. The MB
in section 6 of this nmenb supports such circunstances.

If a nedia-specific MB wishes to assign an entry in the ifTable to
each virtual circuit, the MB designer nust present the rationale for
this decision in the nmedia-specific MB' s specification

3.2.5. Bit, Character, and Fi xed-Length Interfaces

About half the objects in the ifTable are applicable to every type of
interface: packet-oriented, character-oriented, and bit-oriented. O
the other half, two are applicable to both character-oriented and
packet-oriented interfaces, and the rest are applicable only to
packet-oriented interfaces. Thus, while it is desirable for
consistency to be able to represent any/all types of interfaces in
the ifTable, it is not possible to inplenent the full ifTable for
bit- and character-oriented sub-Iayers.

One possible but not reconmended solution to this problemwould be to
split the ifTable into two (or nore) new M B tables, one of which
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woul d contain objects that are relevant only to packet-oriented
interfaces (e.g., PPP), and another that nay be used by al
interfaces. This is highly undesirable since it would require
changes in every agent inplenenting the ifTable (i.e., just about
every existing SNVP agent).

The solution adopted in this neno builds upon the fact that
conpliance statements in SNMPv2 (in contrast to SNWPvl) refer to

obj ect groups, where object groups are explicitly defined by listing
the objects they contain. Thus, in SNWv2, multiple conpliance
statements can be specified, one for all interfaces and additiona
ones for specific types of interfaces. The separate conpliance
statenents can be based on separate object groups, where the object
group for all interfaces can contain only those objects fromthe

i f Tabl e which are appropriate for every type of interfaces. Using
this solution, every sub-layer can have its own conceptual row in the
i f Tabl e.

Thus, section 6 of this neno contains definitions of the objects of
the existing "interfaces’ group of MB-11, in a manner which is both
SNMPv2- conpl i ant and semantical |l y-equivalent to the existing MB-I
definitions. Wth equivalent semantics, and with the BER ("on the
wire") encodi ngs unchanged, these definitions retain the same OBJECT
| DENTI FI ER val ues as assigned by MB-11. Thus, in general, no
rewite of existing agents which conformto MB-11 and the

i fExtensions MB is required.

In addition, this neno defines several object groups for the purposes
of defining which objects apply to which types of interface:

(1) the ifGeneral Goup. This group contains those objects
applicable to all types of network interfaces, including
bit-oriented interfaces.

(2) the ifPacketGoup. This group contains those objects
appl i cabl e to packet-oriented network interfaces.

(3) the ifFixedLengthGroup. This group contains the objects
applicable not only to character-oriented interfaces, such as
RS- 232, but also to those subnetwork technol ogi es, such as
cell-relay/ ATM which transnmit data in fixed |length
transm ssion units. As well as the octet counters, there are
al so a few other counters (e.g., the error counters) which
are useful for this type of interface, but are currently
defined as being packet-oriented. To accommpdate this, the
definitions of these counters are generalized to apply to
character-oriented interfaces and fixed-|ength-transm ssion
i nterfaces.
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It should be noted that the octet counters in the ifTable aggregate
octet counts for unicast and non-uni cast packets into a single octet
counter per direction (received/transmitted). Thus, with the above
definition of fixed-Iength-transm ssion interfaces, where such

i nterfaces which support non-unicast packets, separate counts of

uni cast and nul ticast/broadcast transni ssions can only be nmintained
in a nedia-specific MB nodul e

3.2.6. Counter Size

Two approaches to addressing the shrinking mnimumcounter-wap tine
probl em were evaluated. Counters could be scal ed, for exanple,
iflnCctets could be changed to count received octets in, e.g., 1024
byte blocks. Alternatively, the size of the counter could be

i ncreased.

Scaling the counters was rejected. Wiile it provides acceptable
performance at high count rates, at lowrates it suffers. |If there
is little traffic on an interface, there mght be a significant

i nterval before enough counts occur to cause a counter to be
increnmented. Traffic would then appear to be very bursty, leading to
i ncorrect conclusions of the network’s performance.

The alternative, which this neno adopts, is to provide expanded, 64
bit, counters. These counters are provided in new "hi gh capacity"
gr oups,

The old, 32-bit, counters have not been deprecated. The 64-bit
counters are to be used only when the 32-bit counters do not provide
enough capacity; that is, the 32 bit counters could wap too fast.

For interfaces that operate at 20,000,000 (20 million) bits per
second or less, 32-bit byte and packet counters MJST be used. For
interfaces that operate faster than 20,000, 000 bits/second, and

sl ower than 650, 000, 000 bits/second, 32-bit packet counters MJST be
used and 64-bit octet counters MJST be used. For interfaces that
operate at 650, 000, 000 bits/second or faster, both 64-bit packet
counters AND 64-bit octet counters MJST be used.

These speed steps were chosen as reasonabl e conproni ses based on the
fol | owi ng:

(1) The cost of maintaining 64-bit counters is relatively high
so nmininzing the nunber of agents which nust support themis
desirable. Conmon interfaces (such as Ethernet) should not
require them
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(2) 64-bit counters are a new feature, introduced in SNWPv2. |t
is reasonable to expect that support for themw |l be spotty
for the imediate future. Thus, we wish to linmt themto as
few systens as possible. This, in effect, neans that 64-bit
counters should be limted to higher speed interfaces.

Et hernet (10, 000, 000 bps) and Token Ring (16,000,000 bps) are
fairly wide-spread so it seens reasonable to not require 64-
bit counters for these interfaces.

(3) The 32-bit octet counters will wap in the follow ng tines,
for the following interfaces (when transmtting nmaxi numsized
packet s back-t o-back):

- Et hernet: 57 m nutes,

- 16 megabit Token Ring: 36 m nutes,

- A US T3 line (45 negabits): 12 m nutes,
- FDDI: 5.7 mnutes

(4) The 32-bit packet counters waps in about 57 m nutes when
64-byte packets are transnitted back-to-back on a 650, 000, 000
bi t/second Iink.

As an aside, a 1-terabit (1,000 gigabits) link will cause a
64 bit octet counter to wap in just under 5 years.
Conversely, an 81,000,000 terabit/second link is required to
cause a 64-bit counter to wap in 30 mnutes. W believe
that, while technology rapidly marches forward, this link
speed will not be achieved for at |east several years,

| eaving sufficient time to evaluate the introduction of 96
bit counters.

When 64-bit counters are in use, the 32-bit counters MJST still be
available. They will report the low 32-bits of the associated 64-bit
count (e.g., iflnCctets will report the least significant 32 bits of

i fHCI nCctets). This enhances inter-operability with existing
i npl enentations at a very niniml cost to agents.

The new "hi gh capacity” groups are:
(1) the ifHCFi xedLengthGroup for character-oriented/fixed-1ength
interfaces, and the ifHCPacket G oup for packet-based

interfaces; both of these groups include 64 bit counters for
octets, and
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(2) the ifVHCPacket G oup for packet-based interfaces; this group
i ncludes 64 bit counters for octets and packets.

3.2.7. Interface Speed

In order to deal with increasing interface speeds, we have added an
i f H ghSpeed obj ect.

Thi s object reports the speed of the interface in 1,000,000 (1
mllion) bits/second units. Thus, the true speed of the interface
will be the value reported by this object, plus or mnus 500, 000
bi t s/ second

G her alternatives considered were

(1) Making the interface speed a 64-bit gauge. This was rejected
since the current SM does not allow such a syntax.

Furthernmore, even if 64-bit gauges were avail able, their use
woul d require additional conplexity in agents due to an
i ncreased requirement for 64-bit operations.

(2) We also considered nmaking "high-32 bit" and "l ow 32-bit"
obj ects whi ch, when conbined, would be a 64-bit value. This
sinmply seenmed overly conplex for what we are trying to do.

Furthernmore, a full 64-bits of precision does not seem
necessary. The value of ifHi ghSpeed will be the only report
of interface speed for interfaces that are faster than
4,294,967,295 bits per second. At this speed, the
granularity of ifH ghSpeed will be 1,000,000 bits per second,
thus the error will be 1/4294, or about 0.02% This seens
reasonabl e.

(3) Adding a "scale" object, which would define the units which
i f Speed’ s val ue is.

This would require two additional objects; one for the
scaling object, and one to replace the current ifSpeed. This
| ater object is required since the semantics of ifSpeed woul d
be significantly altered, and manager stations which do not
understand the new semantics woul d be confused.

3.2.8. Milticast/Broadcast Counters
To avoid the redundancy of counting all non-uni cast packets as wel

as having individual multicast and broadcast packet counters, we
deprecate the use of the non-unicast counters, which can be derived
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fromthe val ues of the others

For the output broadcast and nulticast counters defined in RFC 1229,
their definitions varied slightly fromthe packet counters in the
ifTable, in that they did not count errors/discarded packets. To
align the definitions better, the old counters are deprecated and
repl aced by new definitions. Counters with 64 bits of range are al so
needed, as expl ai ned above.

3.2.9. Trap Enable

In the multi-layer interface nodel, each sub-layer for which there is
an entry in the ifTable can generate |inkUp/Down Traps. Since
interface state changes would tend to propagate through the interface
(fromtop to bottom or bottomto top), it is likely that severa
traps woul d be generated for each |inkUp/ Down occurrence.

It is desirable to provide a nechani smfor nanager stations to
control the generation of these traps. To this end, the

i fLi nkUpDownTr apEnabl e obj ect has been added. This object allows
managers to linmit generation of traps to just the sub-layers of

i nterest.

The default setting should limt the nunmber of traps generated to one
per interface per |inkUp/Down event. Furthernore, it seens that the
conditions that cause these state changes that are of npst interest
to network managers occur at the lowest |evel of an interface stack
Therefore we specify that by default, only the | owest sub-Ilayer of
the interface generate traps.

3.2.10. Addition of New ifType val ues

The syntax of ifType is changed to be a textual convention, such that
the enunerated integer values are now defined in the textua
convention, |ANA fType, which can be re-specified (w th additiona

val ues) without issuing a new version of this docunent. The Internet
Assi gned Nunber Authority (1ANA) is responsible for the assignnment of
all Internet nunbers, including various SNWP-rel ated nunbers, and
specifically, new ifType values. Thus, this docunment defines two MB
nmodul es: one to define the MB for the "interfaces’ group, and a
second to define the first version of the | ANA f Type textua
convention. The latter will be periodically re-issued by the | ANA

3.2.11. Interfacel ndex Textual Convention
A new textual convention, Interfacelndex, has been defined. This

textual convention "contains" all of the semantics of the iflndex
object. This allows other mb nodules to easily inport the semantics
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of iflndex.
3.2.12. IfAdnminStatus and | f OperStatus

A new state has been added to ifQOperStatus: dormant. This state
indicates that the relevant interface is not actually in a condition
to pass packets (i.e., up) but is in a "pending" state, waiting for
sone external event. For "on-demand" interfaces, this new state
identifies the situation where the interface is waiting for events to
place it in the up state. Exanples of such events m ght be:

(1) having packets to transmt before establishing a connection
to a renpte system

(2) having a renote system establish a connection to the
interface (e.g., dialing up to a slip-server).

The down state now has two neani ngs, depending on the val ue of
i f Admi nSt at us.

(1) If ifAdnminStatus is not down and ifOperStatus is down, then a
fault condition is presuned to exist on the interface.

(2) If ifAdm nStatus is down, then ifOperStatus will nornally
al so be down, i.e., there is not (necessarily) a fault
condition on the interface.

Note that when ifAdm nStatus transitions to down, ifQperStatus will
normal ly also transition to down. In this situation, it is possible
that ifQperStatus’s transition will not occur imediately, but rather
after a snall tinme lag to conplete certain operations before going
"down"; for exanple, it might need to finish transnmitting a packet.
If a manager station finds that ifAdm nStatus is down and

i fOperStatus is not down for a particular interface, the nmanager
station should wait a short while and check again. |If the condition
still exists only then should it raise an error indication
Naturally, it should also ensure that iflLastChange has not changed
during this interval

Whenever an interface table entry is created (usually as a result of
systeminitialization), the relevant instance of ifAdm nStatus is set
to down, and presumably ifQOperStatus will al so be down.

An interface may be enabled in two ways: either as a result of
explicit nmanagenent action (e.g., setting ifAdni nStatus to up) or as
a result of the managed system s initialization process. When

i f Adm nSt at us changes to the up state, the related ifOQperStatus
shoul d do one of the follow ng:

McC oghrie & Kastenhol z [ Page 18]



RFC 1573 Interfaces G oup Evol ution January 1994

(1) Change to the up state if and only if the interface is able
to send and recei ve packets.

(2) Change to the dormant state if and only if the interface is
found to be operable, but the interface is waiting for other
external, events to occur before it can transmt or receive
packets. Presunably when the expected events occur, the
interface will then transition to the up state.

(3) Renmain in the down state if an error or other fault condition
is detected on the interface.

(4) Change to the unknown state if, for sone reason, the state of
the interface can not be ascert ai ned.

(5) Change to the testing state if sone test(s) nust be perforned
on the interface. Presumably after conpletion of the test,
the interface’s state will change to up, dormant, or down, as
appropri ate.

3.2.13. Traps

The exact definition of when |inkUp and |inkDown traps are generated,
has been changed to reflect the changes to i fAdm nStatus and
i f Oper St at us.

Li nkUp and |inkDown traps are generated just after ifQperStatus

| eaves, or just before it enters, the down state, respectively. The
wor di ng of the conditions under which a |linkDown trap is generated
was explicitly chosen to allow a node with only one interface to
transmit the |linkDown trap before that interface goes down.

Oper ati onal experience seens to indicate that nanager stations are
nmost concerned with an interface being in the down state and the fact

that this state may indicate a failure. It seened nost useful to
instrunent either transitions into/out of the up state or the down
st at e.

Instrumenting transitions into or out of the up state has the
drawback that an on-denmand interface m ght have many transitions

bet ween up and dormant, leading to many linkUp traps and no |inkDown
traps. Furthernore, if a node’'s only interface is the on-denmand
interface, then a transition to dormant will entail generation of a
trap, necessitating bringing the link to the up state (and a IinkUp
trap)!!

On the other hand, instrunenting transitions into or out of the down
state has the advant ages:
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(1) Atransition into the down state will occur when an error is
detected on an interface. Error conditions are presunably of
great interest to network nanagers

(2) Departing the down state generally indicates that the
interface is going to either up or dormant, both of which are
consi dered "heal t hy" states.

Furthernmore, it is believed that generarating traps on transitions
into or out of the down state is generally consistent with current
usage and interpretation of these traps by manager stations.

Therefore, this meno defines that it is the transitions into/out of
the down state which generate traps.

Qoviously, if a failure condition is present on a node with a single
interface, the |inkDown trap will probably not be succesfully
transmitted since the interface through which it nust be transnmitted
has fail ed.

3.2.14. ifSpecific

The current definition of ifSpecific is not explicit enough. The
only definition that can both be nade explicit and can cover all the
useful situations (see section 3.1.9) is to have ifSpecific be the
nost general value for the nedia-specific MB nodule (the first
exanpl e given section in 3.1.9). This effectively makes it redundant
because it contains no nore information than is provided by if Type.
For this reason, ifSpecific has been deprecated.

3.3. Media-Specific MB Applicability

The exact use and semantics of many objects in this MB are open to
some interpretation. This is a result of the generic nature of this
MB. It is not always possible to come up with specific,

unanbi guous, text that covers all cases and yet preserve the generic
nature of the MB.

Therefore, it is incunbent upon a nedia-specific M B designer to,
wher ever necessary, clarify the use of the objects in this MB with
respect to the nedia-specific MB.

Specific areas of clarification include:
Layeri ng Model
The nedi a-specific M B designer MIST conpletely and

unamnbi guously specify the | ayering nodel used. Each
i ndi vi dual sub-layer nust be identified.
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Virtual Crcuits
The medi a-specific M B designer MJST specify whether virtua
circuits are assigned entries in the ifTable or not. |If they
are, conpelling rationale nust be presented.

i f Test Tabl e
The nedi a-specific M B designer MIST specify the
applicability of the ifTestTable.

i f RevAddr essTabl e
The nedi a-specific M B designer MJST specify the
applicability of the ifRcvAddressTabl e.

i f Type
For each of the ifType values to which the nedi a-specific MB
applies, it nmust specify the mapping of ifType values to
medi a- specific M B nodul e(s) and instances of MB objects
within those nodul es

However, wherever this interface MB is specific in the semantics,
DESCRI PTION, or applicability of objects, the nedi a-specific MB
desi gner MUST NOT change said semantics, DESCRI PTION, or
applicability.

4, Overview
This M B consists of 5 tabl es:

i f Tabl e
This table is the ifTable fromMB-11.

i f XTabl e
This table contains objects that have been added to the
Interface MB as a result of the Interface Evolution effort,
or replacements for objects of the original, MB-11, ifTable
that were deprecated because the senmantics of said objects
have significantly changed. This table also contains objects
that were previously in the ifExtnsTable.

i f StackTabl e
This table contains objects that define the rel ationships
anong the sub-layers of an interface.

i f Test Tabl e
This table contains objects that are used to performtests on
interfaces. This table is a generic table. The designers of
medi a- specific M Bs nust define exactly how this table
applies to their specific MB.
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This table replaces the interface test table defined in
RFC1229 [7]. The significant change is the replacenment of
the ifExtnsTest Conmunity (and ifExtnsTestContext which would
al so have been required for SNMPv2) and ifExtnsTest Requestld
objects, by the new ifTestld, ifTestStatus, and ifTest Omer
obj ect s.

i f RevAddr essTabl e
This table contains objects that are used to define the
nmedi a- 1 evel addresses which this interface will receive.
This table is a generic table. The designers of nedia-
specific MBs nust define exactly how this table applies to
their specific MB.

5. 1 ANAi f Type Definition

| ANAI f Type-M B DEFINITIONS ::= BEG N

| MPCRTS
MODULE- | DENTI TY, OBJECT- TYPE FROM SNWPv2- SM
TEXTUAL- CONVENTI ON FROM SNWPv2- TC,

i anai f Type MODULE- | DENTI TY
LAST- UPDATED "93110821552"
ORGANI ZATI ON "1 ANA"
CONTACT- | NFO

I nternet Assigned Nunmbers Authority

Postal : USC/ I nformati on Sci ences Institute
4676 Admiralty Way, Marina del Rey, CA 90292

Tel : +1 310 822 1511
E-Mail: iana@si.edu"
DESCRI PTI ON
"The M B nodul e which defines the | ANAI f Type textual
convention, and thus the enunerated val ues of the
i f Type object defined in MB-11"s ifTable."

c:={ mb-2 30}

| ANAI f Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used as the syntax of the ifType
object in the (updated) definition of MB-11"s
i f Tabl e.
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The definition of this textual convention with the
addition of newy assigned values is published
periodically by the ANA in either the Assigned
Numbers RFC, or sone derivative of it specific to

I nternet Network Managenent nunber assignnents. (The
| at est arrangenents can be obtained by contacting the
| ANA.)

Requests for new val ues should be nade to | ANA via
emai | (iana@si.edu).

The rel ati onshi p between the assignnent of ifType
val ues and of O Ds to particular nedia-specific MBs
is solely the purview of I ANA and is subject to change
wi thout notice. Quite often, a nedia-specific MB's
O D subtree assignment within MB-11"s ’transm ssion
subtree will be the sane as its ifType val ue.
However, in some circunstances this will not be the
case, and inplenentors nmust not pre-assunme any
specific relationship between ifType val ues and
transm ssion subtree O Ds."
| NTEGER {

ot her (1), -- none of the foll ow ng

regul ar 1822(2),

hdh1822(3),

ddnX25(4),

rfc877x25(5),

et her net Csmacd( 6) ,

i s088023Csnacd(7),

i s088024TokenBus( 8),

i s088025TokenRi ng(9),

i s088026Man( 10),

starLan(11),

pr ot eon10Mi t (12),

pr ot eon80Mbi t (13),

hyper channel ( 14),

f ddi (15),

| apb(16),

sdl c(17),

ds1(18), -- DS1/E1 (RFC 1406)
el(19), -- obsolete

basi cl SDN( 20) ,
primaryl SDN(21),

pr opPoi nt ToPoi nt Seri al (22), -- proprietary seria
ppp(23),

sof t war eLoopback( 24),

eon( 25), -- CLNP over |IP (RFC 1070)

et her net 3Mvbi t (26),
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nsi p(27), -- XNS over IP
slip(28), -- generic SLIP
ultra(29), -- ULTRA technol ogi es
ds3(30), -- T-3

si p(31), -- SMDS

frameRel ay(32), -- DTE only
rs232(33),

para(34), -- parallel-port
arcnet (35), -- arcnet

arcnet Pl us(36), -- arcnet plus
atm( 37), -- ATMcells

m ox25(38),

sonet (39), -- SONET or SDH
x25pl e(40),

i s088022I 1 c(41),

| ocal Tal k(42),

sndsDxi (43),

franeRel ayService(44), -- Franme relay DCE
v35(45),

hssi (46),

hi ppi (47),

noden( 48), -- Ceneric nodem

aal 5(49), -- AAL5 over ATM
sonet Pat h(50),

sonet VT(51),

sndsl ci p(52), -- SMDS InterCarrier Interface
propVirtual (53), -- proprietary virtual/interna
propMil ti pl exor(54) -- proprietary multiplexing

END
6. Interfaces Goup Definitions
IF-M B DEFINITIONS ::= BEA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter32, Gauge32,
I nt eger 32, Ti neTi cks,
NOTI FI CATI ON- TYPE FROM SNWVPv2- SM
TEXTUAL- CONVENTI ON, Di spl ayStri ng,
PhysAddr ess, TruthVal ue, RowSt at us,

Aut ononobusType, Test Andl ncr FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF

| ANAI f Type FROM | ANAi f Type-M B
i nterfaces FROM RFC- 1213
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i fM B MODULE- | DENTI TY
LAST- UPDATED "9311082155Z"
ORGANI ZATI ON "1 ETF Interfaces M B Wrking G oup”
CONTACT- | NFO

" Keith McC oghrie

Post al : Hughes LAN Systens
1225 Charl eston Road, Mountain View, CA 94043

Tel : +1 415 966 7934
E-Mail: kzm@hl s. com

Fr ank Kast enhol z

Postal : FTP Software
2 High Street, North Andover, MA 01845

Tel : +1 508 685 4000
E-Mail: kasten@t p. cont
DESCRI PTI ON
"The M B nodul e to describe generic objects for
network interface sub-layers. This MB is an updated

version of MB-11"s ifTable, and incorporates the
ext ensions defined in RFC 1229."
o= { mb-2 31}
ifMBojects OBJECT IDENTIFIER ::= { ifMB 1}

-- OmerString has the sane senantics as used in RFC 1271

Owner String ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON

"This data type is used to nodel an adm nistratively
assi gned nanme of the owner of a resource. This
information is taken fromthe NVT ASCI | character set.
It is suggested that this name contain one or nore of
the following: ASCII form of the manager station’s
transport address, nanagenent station nane (e.g.,
domai n nane), network nanagenent personnel’s nane,
| ocation, or phone nunmber. In some cases the agent
itself will be the owner of an entry. 1In these cases,
this string shall be set to a string starting with
"agent’ . "

SYNTAX OCTET STRING (Sl ZE(O. . 255))
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-- Interfacel ndex contains the semantics of iflndex and
-- shoul d be used for any objects defined on other mb
-- nodul es that need these semantics.

I nterfacel ndex ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

January 1994

"A uni que value, greater than zero, for each interface

or interface sub-layer in the nanaged system

It is

recommended that val ues are assigned contiguously
starting from1l. The value for each interface sub-
| ayer nmust renmmin constant at |east fromone re-
initialization of the entity’s network nanagenent

systemto the next re-initialization."

SYNTAX | nt eger 32
i f Nunber OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of network interfaces (regardless of their

current state) present on this system"
c:={ interfaces 1}

-- the Interfaces table

-- The Interfaces table contains infornation on the entity’s
-- interfaces. Each sub-layer bel ow the internetwork-Iayer
-- of a network interface is considered to be an interface.

i f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE COF | fEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Alist of interface entries. The nunber of entries

is given by the value of ifNunber."
c:={ interfaces 2}

i fEntry OBJECT- TYPE

SYNTAX | fEntry

MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An entry containing nmanagenent information applicable
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to a particular interface."

INDEX { iflndex }
o= { ifTable 1}

IfEntry ::=
SEQUENCE {

i flndex
i f Descr
i f Type
ifMu
i f Speed
i f PhysAddr ess
i f Adm nSt at us
i f Oper St at us
i f Last Change
iflnCctets
i fl nUcast Pkt s
i f1 nNUcast Pkts
i flnD scards
iflnErrors
i f1 nUnknownPr ot os
i fQutCctets
i f Qut Ucast Pkt s
i f Qut NUcast Pkt s
i f Qut Di scards
ifQutErrors
i fQut Qen
i fSpecific

i fl ndex OBJECT- TYPE

I nt erfacel ndex,
Di splayString,
| ANAI f Type,

I nt eger 32,
Gauge32,
PhysAddr ess,

| NTEGER,

| NTEGER,

Ti meTi cks,
Count er 32,
Count er 32,
Counter32, --
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Counter32, --
Count er 32,
Count er 32,
Gauge32, -- deprecated
OBJECT | DENTI FI ER - -

deprecat ed

deprecat ed

for each

January 1994

deprecat ed

SYNTAX I nterfacel ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A uni que val ue, greater than zero
interface. It

contiguously starting from 1.
i nterface sub-1layer nust

remai n constant at

i s recomended that val ues are assi gned

The val ue for each
| east from

one re-initialization of the entity’s network

managenent systemto the next

c:={ ifEntry 1}

i f Descr OBJECT- TYPE

re-initialization."

SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-only
STATUS current
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