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Abst r act

This meno specifies two transport nmappi ngs of the Real -Tine
Application Quality-of-Service Mnitoring (RAQVON) information nodel
defined in RFC 4710 using TCP as a native transport and the Sinple
Net wor k Management Protocol (SNWMP) to carry the RAQVON infornmation
froma RAQVON Data Source (RDS) to a RAQVON Report Collector (RRC).
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1. Introduction

The Real -Tine Application QS Mnitoring (RAQVON) Franework, as
outlined by [ RFC4710], extends the Renote Monitoring famly of
protocols (RMON) by defining entities such as RAQVON Data Sources
RDS) and RAQVON Report Collectors (RRC) to performvarious
application nonitoring in real time. [RFC4710] defines the rel evant
metrics for RAQVON nonitoring carried by the common protocol data
unit (PDU) used between a RDS and RRC to report QoS statistics. This
meno contains a syntactical description of the RAQVON PDU structure.

The follow ng sections of this meno contain detailed specifications
for the usage of TCP and SNWVP to carry RAQVON i nformation.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Transporting RAQVON Protocol Data Units

The RAQVON Protocol Data Unit (PDU) utilizes a common data fornat
understood by the RDS and the RRC. A RAQVON PDU does not transport
application data but rather occupies the place of a payl oad
specification at the application |ayer of the protocol stack. As
part of the specification, this nmeno al so specifies the usage of TCP
and SNWP as underlying transport protocols to carry RAQVON PDUs
between RDSs and RRCs. While two transport protocol choices have
been provided as options to chose fromfor RDS inplenmenters, RRCs
MUST i mpl enent the TCP transport and MAY inpl ement the SNWVP
transport.

2.1. TCP as an RDS/ RRC Network Transport Protoco

A transport binding using TCP is included within the RAQVON
specification to facilitate reporting from various types of enbedded
devices that run applications such as Voice over | P, Voice over
W-Fi, Fax over IP, Video over |IP, Instant Messaging (IM, E-nail,
sof tware downl oad applications, e-business style transactions, web
access fromw red or wirel ess conputing devices etc. For many of

t hese devices, PDUs and a TCP-based transport fit the depl oynent
needs.

The RAQVON transport requirenents for end-to-end congestion contro

and reliability are inherently built into TCP as a transport protoco
[ RFC793] .
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To use TCP to transport RAQVON PDUs, it is sufficient to send the
PDUs as TCP data. As each PDU carries its length, the receiver can
determi ne the PDU boundari es.

The follow ng section details the RAQVON PDU specifications. Though
transmtted as one Protocol Data Unit, a RAQVON PDU is functionally
divided into two different parts: the BASIC part and application
extensions required for vendor-specific extension [RFC4710]. Both
functional parts follow a field carrying a SM Network Managenent
Private Enterprise code currently naintai ned by | ANA

http://ww. i ana. org/ assi gnment s/ ent erpri se-nunbers, which is used to
identify the organi zation that defined the information carried in the
PDU.

A RAQVON PDU in the current version is marked as PDU Type (PDT) = 1.
The paraneters carried by RAQVON PDUs are shown in Figure 1 and are
defined in section 5 of [RFC4710].

Vendors MUST use the BASIC part of the PDU to report paraneters pre-
listed here in the specification for interoperability, as opposed to
using the application-specific portion. Vendors MAY al so use
application-specific extensions to convey application-, vendor-, or
devi ce-specific paraneters not included in the BASIC part of the
specification and explicitly publish such data externally to attain
extended interoperability.
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2.1.1. The RAQVON PDU
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Figure 1: RAQVON Protocol Data Unit

Si ddi qui, et al. St andards Track [ Page 6]



RFC 4712 Transport Mappi ngs for RAQVON PDU Cct ober 2006

2.1.2. The BASIC Part of the RAQVON Protocol Data Unit

A RAQVON PDU nust contain the followi ng BASIC part fields at all
times:

PDU type (PDT): 5 bits - This indicates the type of RAQVON PDU bei ng
sent. PDT =1 is used for the current RAQVON PDU versi on defi ned
in this docunent.

basic (B): 1 bit - Wiile set to 1, the basic flag indicates that the
PDU has BASIC part of the RAQVON PDU. A value of zero is
considered valid and indi cates a RAQVON NULL PDU

trailer (T): 3 bits - Total nunmber of Application-Specific Extensions
that follow the BASIC part of RAQVON PDU. A value of zero is
considered valid as many tines as there is no application-
specific information to add to the basic information

padding (P): 1 bit - If the padding bit is set, the BASIC part of the
RAQVON PDU cont ai ns sone additional padding octets at the end of
the BASIC part of the PDU that are not part of the nonitoring
i nformati on. Paddi ng may be needed in sone cases, as reporting is
based on the intent of a RDS to report certain paraneters. Also,
sone paraneters may be reported only once at the begi nning of the
reporting session, e.g., Data Source Nane, Receiver Nane, payl oad
type, etc. Actual padding at the end of the BASIC part of the PDU
is 0, 8 16, or 24 bits to make the length of the BASIC part of
the PDU a multiple of 32 bits

Source IP version Flag (S): 1 bit - Wile set to 1, the source IP
version flag indicates that the Source | P address contained in the
PDU is an | Pv6 address.

Receiver I P version Flag (R: 1 bit - Wiile set to 1, the receiver IP
version flag indicates that the receiver | P address contained in
the PDU is an | Pv6 address.

record count (RC): 4 bits - Total nunber of application records
contained in the BASIC part of the PDU. A value of zero is
consi dered valid but useless, with the exception of the case of a
NULL PDU indicating the end of a RDS reporting session

length: 16 bits (unsigned integer) - The length of the BASIC part of

the RAQVON PDU in units of 32-bit words mnus one; this count
i ncl udes the header and any paddi ng.
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DSRC. 32 bits - Data Source identifier represents a uni que RAQVON
reporting session descriptor that points to a specific reporting
sessi on between RDS and RRC. Uniqueness of DSRCis valid only
within a reporting session. DSRC val ues should be randomy
gener at ed usi ng vendor-chosen al gorithns for each comunication
session. It is not sufficient to obtain a DSRC sinply by calling
randon() without carefully initializing the state. One could use
an algorithmlike the one defined in Appendix A 6 in [ RFC3550] to
create a DSRC. Depending on the choice of algorithm there is a
finite probability that two DSRCs fromtwo di fferent RDSs nmay be
the sane. To further reduce the probability that two RDSs pick
the sane DSRC for two different reporting sessions, it is
recomended that an RRC use paraneters |ike Data Source Address
(DA), Data Source Nane (DN), and |ayer 2 Media Access Control
(MAC) Address in the PDU in conjunction with a DSRC value. It is
not mandatory for RDSs to send paraneters |ike Data Source Address
(DA), Data Source Nane (DN), and MAC Address in every PDU sent to
RRC, but occasionally sending these paranmeters will reduce the
probability of DSRC collision drastically. However, this wll
cause an additional overhead per PDU.

A value of zero for basic (B) bit and trailer (T) bits constitutes
a RAQVON NULL PDU (i.e., nothing to report). RDSs MJST send a
RAQVON NULL PDU to RRC to indicate the end of the RDS reporting
session. A NULL PDU ends with the DSRC field.

SM Enterprise Code: 16 bits. A value of SM Enterprise Code = 0 is
used to indicate the RMON-WG conpl i ant BASI C part of the RAQVON
PDU f or nat .

Report Type: 8 bits - These bits are reserved by the | ETF RVON
Wrking Goup. A value of O within SM Enterprise Code = 0 is
used for the version of the PDU defined by this docunent.

The BASI C part of each RAQVON PDU consists of Record Count Nunber
(RC_N) and RAQVON Paraneter Presence Flags (RPPF) to indicate the
presence of appropriate RAQVON paraneters within a record, as
defined in Table 1.

RC N. 8 bits - The Record Count nunber indicates a sub-session within
a conmuni cation session. A value of zero is a valid record
nunber. The nmaxi mum nunber of records that can be described in
one RAQVON Packet is 256.

RAQVON Par aneter Presence Flags (RPPF): 32 bits

Each of these flags, while set, represents that this RAQVON PDU
contai ns correspondi ng paraneters as specified in Table 1.
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| Bt Sequence |  Presencel Absence of corresponding Parameter |
| Nurber | wi thin this RAQVON PDU |
LT o LT bata source Address (om) \
I 1 I Recei ver Address (RA) I
I 2 I NTP Ti mest anp I
I 3 I Appl i cation Nane I
I 4 I Dat a Source Name (DN) I
I 5 I Recei ver Name (RN) I
I 6 I Session Setup Status I
I 7 I Session Duration I
I 8 I Round- Tri p End-to-End Net Delay (RTT) I
I 9 I One-Way End-to- End Network Del ay (OWD) I
I 10 I Cumul ati ve Packets Loss I
I 11 I Cunul ati ve Packets Discards I
I 12 I Total nunber of App Packets sent I
I 13 I Total nunber of App Packets received I
I 14 I Total nunber of App Octets sent I
I 15 I Total nunber of App Cctets received I
I 16 I Data Source Device Port Used I
I 17 I Recei ver Device Port Used I
I 18 I Source Layer 2 Priority I
I 19 I Source Layer 3 Priority I
I 20 I Destination Layer 2 Priority I
i 21 i Destination Layer 3 Priority i
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| 22 | Source Payl cad Type |
I 23 I Recei ver Payl oad Type I
I 24 I CPU Utilization I
I 25 I Menory Utilization I
I 26 I Session Setup Del ay I
I 27 I Appl i cation Del ay I
I 28 I | P Packet Delay Variation I
I 29 I Inter arrival Jitter I
I 30 I Packet Discard (in fraction) I
I 31 I Packet Loss (in fraction) I
e e e e e e e e e e e o o e e e e e e e eeeemaamn +

Tabl e 1: RAQVON Paraneters and Correspondi ng RPPF

Data Source Address (DA): 32 bits or 160 bits in binary
representation - This paraneter is defined in section 5.1 of
[ RFC4710]. | Pv6 addresses are incorporated in Data Source Address
by setting the source IP version flag (S bit) of the RAQVON PDU
header to 1.

Recei ver Address (RA): 32 bits or 160 bits - This paraneter is

defined in section 5.2 of [RFC4710]. It follows the exact sane
syntax as Data Source Address but is used to indicate a Receiver
Address. | Pv6 addresses are incorporated in Receiver Address by

setting the receiver IP version flag (R bit) of the RAQVON PDU
header to 1.

Session Setup Date/ Tine (NTP tinestanp): 64 bits - This paraneter is
defined in section 5.7 of [RFC4710] and represented using the
timestanp format of the Network Tinme Protocol (NTP), which is in
seconds [RFC1305]. The full resolution NTP tinestanp is a 64-bit
unsi gned fixed-point nunber with the integer part in the first 32
bits and the fractional part in the last 32 bits.

Application Nanme: This paraneter is defined in section 5.32 of
[ RFCA710]. The Application Name field starts with an 8-bit octet
count describing the length of the text followed by the text
itself using UTF-8 encoding. Application Nane field is a nmultiple
of 32 bits, and padding will be used if necessary.
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A Data Source that does not support NTP SHOULD set the appropriate
RAQVON flag to O to avoid wasting 64 bits in the PDU. Since the
NTP time stanp is intended to provide the setup Date/ Tinme of a
session, it is RECOWENDED that the NTP Tinmestanp be used only in
the first RAQVON PDU after sub-session RC N setup is conpleted, in
order to use network resources efficiently.

Data Source Nanme (DN): Defined in section 5.3 of [RFC4710]. The Data
Source Nanme field starts with an 8-bit octet count describing the
length of the text followed by the text itself. Padding is used
to ensure that the length and text encoding occupy a nultiple of
32 bits in the DN field of the PDU. The text MJST NOT be | onger
than 255 octets. The text is encoded according to the UTF-8
encodi ng specified in [ RFC3629]. Applications SHOULD i nstruct
RDSs to send out the Data Source Name infrequently to ensure
efficient usage of network resources as this paraneter is expected
to remain constant for the duration of the reporting session

Recei ver Name (RN): This netric is defined in section 5.4 of
[ RFC4710]. Like Data Source Nane, the Receiver Name field starts
with an 8-bit octet count describing the length of the text,
followed by the text itself. The Receiver Nane, including the
length field encoding, is a nultiple of 32 bits and foll ows the
sanme padding rules as applied to the Data Source Nane. Since the
Recei ver Nane is expected to remain constant during the entire
reporting session, this information SHOULD be sent out
occasionally over randomtine intervals to naxim ze success of
reaching a RRC and al so conserve network bandw dt h.

Session Setup Status: The Session (sub-session) Setup Status is
defined in section 5.10 of [RFC4710]. This field starts with an
8-bit length field followed by the text itself. Session Setup
Status is a nultiple of 32 bits.

Session Duration: 32 bits - The Session (sub-session) Duration netric
is defined in section 5.9 of [RFC4710]. Session Duration is an
unsi gned i nteger expressed in seconds.

Round- Tri p End-to-End Network Delay: 32 bits - The Round-Trip End-
to-End Network Delay is defined in section 5.11 of [RFC4710].
This field represents the Round-Trip End-to-End Del ay of sub-
session RC_N, which is an unsigned integer expressed in
nmlliseconds.

One-Way End-to- End Network Delay: 32 bits - The One-Way End-to-End
Network Delay is defined in section 5.12 of [RFC4710]. This field
represents the One-Way End-to-End Delay of sub-session RC N, which
is an unsigned integer expressed in nmlliseconds.
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Cumul ative Application Packet Loss: 32 bits - This paraneter is
defined in section 5.20 of [ RFC4710] as an unsi gnhed integer
representing the total nunber of packets from sub-session RC N
that have been lost while this RAQVON PDU was gener at ed.

Cunul ative Application Packet Discards: 32 bits - This paraneter is
defined in section 5.22 of [ RFC4710] as an unsi gned integer
representing the total nunber of packets from sub-session RC N
t hat have been di scarded while this RAQVON PDU was gener at ed.

Total nunber of Application Packets sent: 32 bits - This paraneter is
defined in section 5.17 of [RFC4710] as an unsi gned integer
representing the total nunber of packets transmitted wthin sub-
session RC N by the sender

Total nunber of Application Packets received: 32 bits - This
paraneter is defined in section 5.16 of [RFC4710] and is
represented as an unsigned integer representing the total nunber
of packets transmitted within sub-session RC N by the receiver

Total nunber of Application Cctets sent: 32 bits - This paraneter is
defined in section 5.19 of [RFC4710] as an unsi gned integer,
representing the total nunber of payload octets (i.e., not
i ncl udi ng header or padding) transmtted in packets by the sender
wi t hi n sub-session RC N

Total nunber of Application Octets received: 32 bits - This paraneter
is defined in section 5.18 of [RFC4710] as an unsi gned integer
representing the total nunber of payload octets (i.e., not
i ncludi ng header or padding) transmtted in packets by the
recei ver within sub-session RC N

Data Source Device Port Used: 16 bits - This paraneter is defined in
section 5.5 of [RFCA710] and describes the port nunber used by the
Data Source as used by the application in RC_N session while this
RAQVON PDU was gener at ed

Recei ver Device Port Used: 16 bits - This paraneter is defined in
section 5.6 of [RFCA710] and describes the receiver port used by
the application to communicate to the receiver. It follows sane
syntax as Source Device Port Used.

S Layer2: 8 bits - This parameter, defined in section 5.26 of
[ RFCA710], is associated to the source’s | EEE 802. 1D [ | EEE802. 1D]
priority tagging of traffic in the comunication sub-session RC N
Since | EEE 802.1 priority tags are 3 bits long, the first 3 bits
of this paraneter represent the | EEE 802.1 tag value, and the | ast
5 bits are padded to O.
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S Layer3: 8 bits - This parameter, defined in section 5.27 of
[ RFC4A710], represents the layer 3 QoS marking used to send packets
to the receiver by this data source during sub-session RC N

D Layer2: 8 bits - This paraneter, defined in section 5.28 of
[ RFCA710], represents layer 2 | EEE 802.1D priority tags used by
the receiver to send packets to the data source during sub-session
RC N session if the Data Source can |earn such information. Since
| EEE 802.1 priority tags are 3 bits long, the first 3 bits of this
paraneter represent the | EEE 802.1 priority tag value, and the
last 5 bits are padded to O.

D Layer3: 8 bits - This paraneter is defined in section 5.29 of
[ RFC4710] and represents the layer 3 QS marking used by the
receiver to send packets to the data source during sub-session
RC N, if the Data Source can |l earn such information

Source Payl oad Type: 8 bits - This paraneter is defined in section
5.24 of [RFC4710] and specifies the payload type of the data
source of the communication sub-session RC_N as defined in
[ RFC3551] .

Recei ver Payl oad Type: 8 bits - This paraneter is defined in section
5.25 of [RFC4710] and specifies the receiver payload type of the
communi cati on sub-session RC N as defined in [ RFC3551].

CPU Utilization: 8 bits - This paraneter, defined in section 5.30 of
[ RFCAT710], represents the percentage of CPU used during session
RC N fromthe last report until the time this RAQVON PDU was
generated. The CPU Uilization is expressed in percents in the
range 0 to 100. The val ue should indicate not only CPU
utilization associated to a session RC N but al so actual CPU
Utilization, to indicate a snapshot of the CPU utilization of the
host running the RDS while session RC_N in progress.

Menory Utilization: 8 bits - This paraneter, defined in section 5.31
of [RFC4710], represents the percentage of total nenory used
during session RC_N up until the time this RAQVON PDU was
generated. The nmenory utilization is expressed in percents 0 to
100. The Menory Utilization value should indicate not only the
menory utilization associated to a session RC_N but the total
menory utilization, to indicate a snapshot of end-device nenory
utilization while session RC Nis in progress.

Session Setup Delay: 16 bits - The Session (sub-session) Setup Del ay

metric is defined in section 5.8 of [RFC4710] and expressed in
mlliseconds.
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Application Delay: 16 bits - The Application Delay is defined in
section 5.13 of [RFC4710] and is represented as an unsi gned
i nteger expressed in nilliseconds.

| P Packet Delay Variation: 16 bits - The I P Packet Delay Variation is
defined in section 5.15 of [ RFC4710] and is represented as an
unsi gned i nteger expressed in mlliseconds.

Inter-Arrival Jitter: 16 bits - The Inter-Arrival Jitter is defined
in section 5.14 of [RFC4710] and is represented as an unsi gned
i nteger expressed in mlliseconds.

Packet Discard in Fraction: 8 bits - This paraneter is defined in
section 5.23 of [RFC4710] and is expressed as a fixed-point nunber
with the binary point at the left edge of the field. (That is
equi valent to taking the integer part after multiplying the
di scard fraction by 256.) This netric is defined to be the nunber
of packets discarded, divided by the total nunber of packets.

Packet Loss in Fraction: 8 bits - This paraneter is defined in
section 5.21 of [RFC4710] and is expressed as a fixed-point
nunber, with the binary point at the left edge of the field. The
metric is defined to be the nunber of packets |ost divided by the
nunber of packets expected. The value is calculated by dividing
the total nunber of packets lost (after the effects of applying
any error protection, such as Forward Error Correction (FEC)) by
the total number of packets expected, nmultiplying the result of
the division by 256, limting the maxi mumvalue to 255 (to avoid
overflow), and taking the integer part.

padding: 0, 8, 16, or 24 bits - |If the padding bit (P) is set, then
this field may be present. The actual padding at the end of the
BASIC part of the PDUis 0, 8 16, or 24 bits to make the length
of the BASIC part of the PDU a multiple of 32 bits.

2.1.3. APP Part of the RAQVON Protocol Data Unit

The APP part of the RAQVON PDU is intended to accommodat e extensions
for new applications in a nodul ar manner and wi thout requiring a PDU
type val ue registration.

Vendors may design and publish application-specific extensions. Any
RAQVON- conpl i ant RRC MUST be abl e to recogni ze vendors’ SM
Enterpri se Codes and MJST recogni ze the presence of application-
specific extensions identified by using Report Type fields. As
represented in Figure 1, the Report Type and Application Length
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fields are always located at a fixed offset relative to the start of
the extension fields. There is no need for the RRC to understand the
semantics of the enterprise-specific parts of the PDU

SM Enterprise Code: 32 bits - Vendors and application devel opers
should fill in appropriate SM Enterprise |Ds avail able at
http://ww. i ana. org/ assi gnnent s/ enterprise-nunbers. A non-zero
SM Enterprise Code indicates a vendor- or application-specific
ext ensi on.

RAQVON PDUs are capable of carrying multiple Application Parts
within a PDU

Report Type: 16 bits - Vendors and application devel opers should fill
in the appropriate report type within a specified SM Enterprise
Code. It is RECOVMENDED that vendors publish application-specific
ext ensi ons and maintain such report types for better
interoperability.

Length of the Application Part: 16 bits (unsigned integer) - The
I ength of the Application Part of the RAQVON PDU in 32-bit words
m nus one, which includes the header of the Application Part.

Appl i cati on-dependent data: variable length - Application/
vendor - dependent data is defined by the application devel opers.
It is interpreted by the vendor-specific application and not by
the RRCitself. |Its length nust be a nultiple of 32 bits and will
be padded if necessary.

2.1.4. Byte Oder, Alignnent, and Tinme Fornat of RAQVON PDUs

Al integer fields are carried in network byte order, that is, nost
significant byte (octet) first. This byte order is conmonly known as
bi g-endi an. The transm ssion order is described in detail in

[ RFC791]. Unless otherwi se noted, numeric constants are in deci nmal
(base 10).

Al'l header data is aligned to its natural length, i.e., 16-bit fields
are aligned on even offsets, 32-bit fields are aligned at offsets
divisible by four, etc. Cctets designated as paddi ng have the val ue
zero.

2.2. Securing RAQVON Session
The RAQVON session, initiated over TCP transport, between an RDS and
an RRC carries nmonitoring information froman RDS client to the RRC

the collector. The RRC distinguishes between clients based on
various identifiers used by the RDS to identify itself to the RRC
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(Data Source Address and Data Source Nane) and the RRC (Receiver’'s
Address and Receiver’s Nane).

In order to ensure integrity of the clainmed identities of RDS and RRC
to each other, authentication services are required.

Subsequently, where protection from unauthorized nodification and
unaut hori zed di scl osure of RAQVON data in transit fromRDS to RRCis
needed, data confidentiality and nessage integrity services will be
required. In order to prevent nonitoring-msinformation due to
session-recording and replay by unauthorized sources, replay
protection services may be required.

TLS provides, at the transport layer, the required authentication
services through the handshake protocol and subsequent data
confidentiality, nessage integrity, and replay protection of the
application protocol using a ciphersuite negotiated during

aut henti cati on.

The RDS client authenticates the RRC in session. The RRC optionally
aut henti cates the RDS.
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Figure 2: RAQVON StartTLS Request - TLS REQ

The protection of a RAQVON session starts with the RDS client’s

Start TLS request upon successful establishnment of the TCP session.
The RDS sends the StartTLS request by transmitting the TLS REQ PDU as
in Figure 2. This PDU is distinguished by TLS REQ Report Type.

Fol lowing this request, the client MJUST NOT send any PDUs on this
connection until it receives a StartTLS response.

O her fields of the PDU are as specified in Figure 1.
The flags field do not carry any significance and exist for

compatibility with the generic RAQVON PDU. The flags field in this
versi on MJST be i gnor ed.
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When a StartTLS request is nade, the target server, RRC, MJST return
a RAQVON PDU containing a StartTLS response, TLS RESP. A RAQVON
TLS RESP is defined as foll ows:
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Figure 3: RAQVODN StartTLS Response - TLS RESP

The RRC responds to the StartTLS request by transnmitting the TLS RESP
PDU as in Figure 3. This PDU is distinguished by TLS RESP Report

Type.

The Result field is an octet containing the result of the request.
This field can carry one of the foll owi ng val ues:

Success. The server is willing and
able to negotiate TLS.

0 | |
| 1 | OP_ERR | Sequencing Error (e.g., TLS already |
| | | est abl i shed). |
| 2 | PROTO_ERR | TLS not supported or incorrect PDU |
| | | format. |
| 3 | UNAVAI L | TLS service problemor RRC server |
| | | goi ng down. |
| 4 | CONF_REQD | Confidentiality Service Required. |
| | | |
| 5 | STRONG AUTH REQD | Strong Aut hentication Service |
| | | Requi r ed. |
| 6 | REFERRAL | Referral to a RRC Server supporting |
| | | TLS. |
F - Fom e e e oo oo o m e o e e e e e e e e e e e e e e e e oo oo +

Table 2

O her fields of the PDU are as specified in Figure 1.
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The server MUST return OP_ERR if the client violates any of the
Start TLS operati on sequenci ng requirenents described in the section
bel ow.

If the server does not support TLS (whether by design or by current
configuration), it MJST set the resultCode to PROTO ERR or to
REFERRAL. The server MJST include an actual referral value in the
RAQVON REFER field if it returns a resultCode of referral. The
client’s current session is unaffected if the server does not support
TLS. The client MAY proceed with RAQVON session, or it MAY close the
connecti on.

The server MUST return UNAVAIL if it supports TLS but cannot
establish a TLS connection for sone reason, e.g., if the certificate
server not responding, if it cannot contact its TLS inplenmentation

or if the server is in process of shutting down. The client MAY
retry the StartTLS operati on, MAY proceed with RAQVON session, or NAY
cl ose the connection

2.2.1. Sequencing of the Start TLS Operation

This section describes the overall procedures clients and servers
MUST follow for TLS establishnment. These procedures take into
consi deration various aspects of the overall security of the RAQVON
connection including discovery of resulting security |evel

2.2.1.1. Requesting to Start TLS on a RAQVON Associ ati on

The client MAY send the StartTLS request at any tine after
est abl i shing an RAQVON (TCP) connection, except that in the foll ow ng
cases the client MUST NOT send a StartTLS request:

o if TLSis currently established on the connection, or
o if RAQMON traffic is in progress on the connection

The result of violating any of these requirenments is a Result of
OP_ERR, as described above in Table 2.

If the client did not establish a TLS connecti on before sendi ng any
other requests, and the server requires the client to establish a TLS
connection before performng a particular request, the server MJST
reject that request with a CONF_REQ@ or STRONG AUTH REQD result. The
client MAY send a Start TLS extended request, or it MAY choose to

cl ose the connection
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2.2.1.2. Starting TLS

The server will return an extended response with the resultCode of
success if it is willing and able to negotiate TLS. It will return
ot her resultCodes, docunented above, if it is unable.

In the successful case, the client, which has ceased to transfer
RAQVON PDUs on the connection, MJST either begin a TLS negotiation or
cl ose the connection. The client will send PDUs in the TLS Record
Protocol directly over the underlying transport connection to the
server to initiate TLS negotiation [TLS].

2.2.1.3. TLS Version Negotiation

Negoti ating the version of TLS or SSL to be used is a part of the TLS
Handshake Protocol, as documented in [TLS]. The reader is referred
to that document for details.

2.2.1.4. D scovery of Resultant Security Leve

After a TLS connection is established on a RAQVON connection, both
parties MJST individually deci de whether or not to continue based on
the security assurance | evel achieved. Ascertaining the TLS
connection’s assurance level is inplenmentation dependent and is
acconpl i shed by conmunicating with one’s respective |ocal TLS

i mpl enent ati on.

If the client or server decides that the | evel of authentication or
confidentiali